Online Hevtreme Benelin, Transier Procesang S THISS 20 (H 4
Fkenain Agovemen

Retween Guam DPHSSWIC and ChHP

Anzang HANDS Conwrlieeg

ONLINE ELECTRONIC BENEFITS TRANSFER PROCESSING SERVICES
EXTENSION AGREEMENT
BETWEEN THE
GUAM DEPARTMENT OF PUBLIC HEALTH AND SOCIAL SERVICES
BUREAU OF NUTRITION SERVICES
SPECIAL SUPPLEMENTAL NUTRITION PROGRAM FOR
WOMEN, INFANTS AND CHILDREN
AND
CUSTOM DATA PROCESSING, INC.

Arizona HANDS Consortium, Arizona Department of Health Services
ADHS15-00004532, Contract No, CRT051731
100° Federally Funded By: USDA FNS WIC

THIS AGREEMENT s enlered into by and between the Guam Deparment of Public Heallh and Social
Services (DPHSS). Bureau of Nutriton Servees. Special Supplemental Nutrilion Program for Women,
Infants and Chdren whch s incusive of the Farmers Markel Nulntion Program, (DPHSS/WIC, Guam
W Guam and Consortium member), whose office address 1s 15-6100 Mariner Avenue, Barrigada,
Guam 96913-1601 and Custom Data Processing, Inc. {COP, or the Confractor), an Wlinois
carporalion, whose address is 1408 South Jollel Road, Romeoville, Hlinols 60446,

WHEREAS, Guam is an unincorporated territary of the United States and a sovereign entily by act of the
United Stales Congress . The Organic Act of Guam {Acl of Aug . 1.1950.as amended, 48 U,S.C. 1421, et
seq and whose laws and regulations are available onine at the Supreme Cour of Guam Complier of Laws

webside: hitp /Avww.quamcourts org/Compilerollawsfindex himi.

WHEREAS, DPHSS/WIC provides nutntious supplemental loods, refarrals to health and social services .
and nutrition and breastfeeding education for low-income pregnant . breastfeeding and non-breastfeedmng
poslparium women, as well as inlants and chidren up lo age five (5)on Guam as part of the United States
Depariment of Agriculture (USDA}. Faod and Nutrition Services FNS) Special Supplemental Nutrition
Program lor Women , infants . and Children (WIC }as set forth in 7 CFR Part 246.

WHEREAS, DPHSSWIC pariipantsAuthonzed represenlatives generally receved Inree lypes ol
negotiable foed mstruments fonditional drafts) throughout the year for specific kinds and amounts of
nulrtious loods, fone of negotiable food instruments is part of the FMNP and is nol being conlracted for al
the currenl lime) and provide them to DPHSS/WIC program authorized vendars §e. retail and minary
commissaries . which meet ¢erlain crilena and who have signed a vendor agreement agreeing 1o fotow all
DPHSS/WIC program rules and reguiations )

WHEREAS, DPHSS/WIC adrmnisters ils programs in parl through the Arizona Department of Health
Services (ADHS) MIS solution and database, that reside at the ADHS Bureau of Nutrition and Physical
Actvity BNPA Yhosling lac ity localed m Phoenix, Arizona, supported and maintained systemas part ol a
FNS WIC multi-state consorlium, the Anzona Heallh And Nuirition Delivery System {HANDS) consartium
comprised ol the slate of Arizona. Amencan Samoa, Commonwealth of the Northern Marnanas Islands.
Guam and the Navajo Nalion WIC Programs (jointly referred to as the HANDS Consortium ).

Guam DPHSS WIC oy 0y.30.2001 Page 1 nt 117



Onhine Elecironie Bencliis Translor Processmp Sernvioes DPHSS 20-0141
Frtension Agnacment

Between Guam DPHSSM IC and CDP

Anzona HANDS Consontum

WHEREAS, the HANDS Consortiurn through ADHS BNPA jo;nlly in compBance with the with online
services mandated by the “Healthy Hunger Kids Act of 201~ implemented a FNS campliant WIC Elecironic
Based Transter {EBT) systems before October of 2020, pracured and entered into agreements with CDP
in the HANDS Consortium EBT systems Anzona Solgjlation number, a compslitive mutual joinder
agreement, that DPHSS/WIC entered into pursuant to 5 Guam Code Annotated (GCA) Chapler 5
§5126, lor a term that expires on February 28, 2021.

WHEREAS, DPHSS/WIC, and the HANDS Consortium ware approved by USDA FNS WIC for an Exiension
Contract with the Incumbent Contractor for 2 Years in Arizona Saliitation (CRT05731), a non-competitive
agreement, while USDA FNS WIC and the Anzona HANDS Consortium review and prepare a (new)
compelitive procurement. The 2 Year term is from with a term from March 1, 2021 lo February 28,
2023.

WHEREAS, this Agreament is 100% Federal funded and the Federal funds are received by DPHSS/WIC
in keeping with the USDA FNS WIC program. DPHSS/WIC has a good faith beliel as to anticipated Federal
lunding; and DPHSS/WIC has goad failh belef as to the anticipated Cost/Pricing not to exceed amounts o
be invoiced to DPHSS/WIC in this Agreement by COP as set forth in Exhibit 1 to this Agreemant; for the
iwo (2) year term of this Agreement.

WHEREAS, DPHSS/WIC and Ihe Guam Office of Technology, Chief Technology Officer, in keeping with
Guam's Information Technology Act, 5§ GCA Chapter 20 Article 2, have negotiated tarms and conditions
with the Contractor in keeping with ADHS15-00004632, Contract No. CRT05731, applicable federat and
Guam laws and regulations; and with USDA FNS WIC's prior approval have reached this Agreement.

NOW THEREFORE WITNESSETH, DPHSS/WIC and the Contractor, in consideration of mutual covenants
heremalier sel forth agree as follows:

SECTION I. PURPOSE

The purpose of this Agreemenl is to extend CDP services lo operate and host an online WIC EBT system
and provide ancillary WIC EBT services 1o HANDS Consortium member, DPHSS/WIC,

SECTION It INCORPORATION AN ORDER OF PRECEDENCE

The following are already existing documents and part of the Arizona HANDS No. and allachments to this
Agreement. In the event of any conllict among these documents, the lollowing order of pracedence shall

apply:

USDA FNS 7 CFR Part 246, FNS Handbaok v.901 {most recent copy) and any olher regulations,
guidance and memorandums issued by USDA FNS WIC program.

Any conlract amendment(s) in reverse chronological order
This Agreement itself including:

Attachment A Cost Shaet for Guam

Exhibit 1 DPHSS/WIC's Anticipated Federal Funding and Cost/Pricing
Exlension Agreemenl ~ Arizona HANDS and CDP, Inc.

SECTIONWll. SCOPE OF WORK
Technical Definitions

Approved Product List {APL) - The State Agency's list of WIC approved items. It is used for validation
by the Point of Sale during the transaclion process,

Clinic — The lacation that the participanl raceives food benelits, nutrition education, and heallh care
referrals, itincludes lemporary and permanent locations.
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Cash Value Benefit (CVB) — A Ixad-dollar amount which is usad by a participanl to obtain WiC
authorized fruits and vegelables.

Electronic Benefit Transter (EBT) — An electronic syslem that ajows State govarnments to provide
financial and material benehls to authorized recipients via a plasye debil-type card.

eWIC — An electronic banefits transfer system used by Special Supplementat Program for Wamean,
Infants and Children Program to provide focd benetils to its clients.

Expungement ~ Aged benefils are removed lrom the account after a short period in which ratailers may
still submit requaests for settlemant.

HANDS Consortium — The WIC Stale Agencies consisling of Arizona, Guam, CNMI, American Sarmoa,
and Navajo Nation that utilize the HANDS M S System.

National UPC Database (NUPC) - A nalgna database that shall contain the WIC approved products for
all State Agencies.

Price Lookup {PLU) - A four (4) or five (5) digit number that 1s often assigned to produce ilems. The
PLU for most produce items are olten uniform across all relailars.

Point of Sale (POS) - Refers to the capturing of data and cusiomer payment inlormation at a physical
location when goods or services are bought and sold. The POS transaction is capturad using a vanety of
davices which include computers, cash registers, optical and bar code scanners, magnelic card readers,
or any combination of these devices,

Supplementa! Nutrition Assistance Pragram (SNAP) - Formerly known as the Food Stamp Program.
SNAP provides nutrition assistance benelils to eligible low-income households thal can ba used lo
purchase foods irom authorized food retailers, thereby providing a food securily salaty nat,

Universal Product Code (UPC) ~ An eight (8) or twelve (12) digit unique number that is assigned lo
nearly every item found in grocery stores.

Web Portal ~ A website that WIC vendors utilize to manage \hair WIC EBT accounts.
1. Background

1.1. The Arizona Department of Health Services (ADHS) Bureau of Nuliition and Physical Activity
{BNIPA} includes the Anzona WIC Program. ADHS BNPA requires a WIC EBT System Transfer
and Processing Services Conlractor (Contracior) lo provide the Arizona WIC Praogram and othar
merbers of the Health and Nulrition Delivery System (HANDS) Consonium {American Samoa,
Commonwealth of the Norhern Mariana Islands [CNMI), Guam, and Navaje Nation WIC
Programs) with online WIC EBT services. More than six hundrad lifty (650) State and chnic staff
within the HANDS Consortium utihzes a WIC application to serve mare than 187,100 paricipants
on a monlhly basis. The informalion in Table 1 is an eslimate of Local Agencies, clinics, WIC
participants, households and WIC Vendars for each of the Pariner Agencies as ol February 2020;

Table 1: Scope of Project

Clinics

Participants

Agency gencies

| Arizona 7,2
American 5 6,600 3,800 a5
Samoa |
CNMI 3 4800 2,900 15 i

| Guam N L S 7600 4,300 22 ___HJ

Guam DPHSS WIC Res. 01-30-2021 Pagedarl?



Online Flevirome Benefits Transfer Processing Senvices PPHSS 20-0041

Fatetishon Agreement
Hetween Guam DPHSS/WIC amd CDP
Aneona HANDS Cunsondem

1.2

1.3.

1.4.

15

Navajo 12 10,700 6,700 110
Nation
Total 21 125 187,100 114,800 867

HANDS interfaces with the EBT System (WIC Direct) using the WIC Universal MIS EBT interface
(WUMEI) Functional Requiremenis — Version 3 November 2014;

All services, hardware and software raferred to within this Scope of Work (SOW) shall be applied
lo each of the five (5) Consorlium membars within the HANDS Consortium unless olherwise noted.,
In order to leverage economles of scale, the HANDS Consortium has agread in principle to operate
WIC EBT using the same set of requirements for WIC EBT services, hardware and software, with
the exception of WIC EBT card Banking Identification Number (BIN) and design, easily
configurabie items within the WIC EBT application, the Consortium members® setifement banks,
services Impacted by geographic location and where otherwise noted within this SOW;

The currenl WIC application Is HANDS. Each of the Consonium memibers within the HANDS
Consortium will have its own HANDS soltware application and each HANDS soitware application
will oparate on the same version. Each Consortium member's MIS solution and database will
reside al the ADHS BNPA hosling facility located in Phoenix, Arizona. The WIC EBT
Implementation and Processing Services Contractor shall interface a separate WIC EBT
application with each of the five (S} iterations of HANDS using the WIC Universal MIS EBT
Interface (WUMEI) Funclional Requirements — Version 3 November 2014; and

The Contracl period for each of the HANDS Consortium members will be for two (2) years with
three (3) optional one {1) year extensions. The Contractor shali gstablish separate contracls with
American Samoa, CNMI, Guam, and Navajo Nation for WIC EBT Procassing Services.

2, Objective

ADHS BNPA's objeclive is to ensure the ongoing technical support of eWIC processing from the
Cuslom Data Processing syslem,

3. Scope of Work

Scope of Work ~ Arizona Department of Health Services Contract No.: CTR051731, Online Electranic
Benelits Transfer and Processing Services.

31,

This Scope of Work {SOW}) issued by the HANDS Consottium is for online WIC EBT services.
At a high level it is organized in the lollowing manner:

3.1.1. General Requirements,

3.1.2. Projecl Deliverables and Dacumentalion,
3.1.3. WIC EBT Sysiem Requirements,

3.1.4. WIC EBT Service Requirements,

3.1.5. Hardware and Materials Requirements,
3.1.6, Contract Closeout Requirements, and

3.1.7. Optional Services.
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3.2.

3.4

Within this SOW, should reference be made to WIC EBT systam requirements, system
performance measures, system flle translers, elc., it shall ba laken to be applicable to each
Consortium member's WIC EBT syslem, the inlerface belwean each Consorium membar's MIS
solution and its WIC EBT system, message based exchanges bslween each Consartium
member's WIC EBT system and lhal Consortium members WIC vendor syslems or
representative TPP syslem, elc; and

Furthermore, as each Consorlum member s its own enlity, managing its own unique WIC
Pragram, each Consorlium member can be assumed (o have ils own unique set of data (e.q.,
universal product codes [UPCs|, peer groups, nol-to-exceed [NTE} amounts, WIC vandors, elc.).
Data formals and elements, however, will ba identical across all Consortium members within the
HANDS Consorllum.

4. General Requirements

Slandards, Rules and Guidelines

4.1.

The WIC EBT system and WIC EBT services shall conform to the masl recent version of:

4.1.1. The Amarican Nalional Standards Inslilute {ANS)) X9.93 standards, including the ANSI
X8.93-1:2014 Financial transaction messages - Eleclronic Benefit Transler (EBT) - Pant
1: Messages (luture updates will be subjecl ta the agreed upon change management
process) from the time development is Initiated and shall {oliow the technical
implementation guldance of the slandard as detined by USDA FNS,

4.1.2.  ANSI X9.93-2:2014 Financial ransaclion messages - Electronic Benefit Translar {(EBT)
- Par 2; Files (future updates wiil be subject to the agreed upan change managemeni
process) lrom the time development is initiated and shall follow the lechnical
implementation guidance of the standard as defined by USDA FNS,

4.1.3. The USDA FNS Operating Rules for WIC EBT dated Seplember 2014 or the mosl racent
version al the time development is inilialed. The current version can be found al
hitp:/'www.fns.usda.goviwic/wic-ebt- i i i

4.1.4. The FNS WIC EBT Technical Implementation Guide (TIG) datad 2/26/2018 or the most
recent version at the time develapment is iniliated. The current version can be found at
htipg:/h .Ins.usda.qoviwic/wic-el i i i

4.1.5. The FNS WIC MIS-EBT Universal Inlerface dated March 2015 or the mosl receni version
at the lime the contract takes eHecl. The cument version can be found at
hitos:/www.fns.usda.qoviwic/wic-electronic-benelils-iransfer-ebi-quidanc , and

4.1.6. Applicable Arizona statewide IT policies (12TUhitos:/fasel.az.gov/resources/pspl12T),

including the most recent versions ol;

4.1.6.1. Stalewide Policy 8130: System Security Acquisition and
Development — To effectvate the mission and purposes of the
Arizona Department of Administration (ADOA), the Agency shall
eslablish a coordinated plan and program for information
technology (IT) implemented and mainlained Ihrough palicies,
slandards and procedures {(PSPs) as authorized by Arizona
Revised Statutes (A.R.S.)§ 41-3504 and§ 41-3507;

4.1.6.2. Statewide Policy 8320: Access Conlrols - To effecluale the
mission and purposes of the ADOA, the Agency shall establish a
coordinated plan and program for information lechnology (IT)
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implemented and maintained through policies, standards and
procedures (PSPs) as authorized by Arizona Revised Statules
(A.A.5.)§ 41-3504 and§ 41-3507;

4.16.3. Statewide Policy 8330: Systemn Securily Audit - To elfacluate lhe
mission and purposes of the ADOA, the Agency shall estabiish a
coordinated plan and program for information technology {IT)
implemented and maintained through policles, slandards and
procedures (PSPs) as authorized by Arizona Revised Statules
{A.R.S.)§ 41-3504 and§ 41-3507; and

4.1.6.4. Slatewlde Policy 8350: Systern and Communication Protections
- IT Products and Services Procurement. Prior to selecting and
procuring information lechnology products and services BU
subject maller experts shall consider Statewide IT PSPs when
specilying, scoping, and evaluating solutions to meet currenl and
planned reguirements.

Guam Information hnology Hequirements. The Chief hnologyv Olfficer of
Guam accepis the Conlractor's compliance with applicable Arzona statewida IT

icies, the General Requiraments and industry slandards as compliance with
Guam's _IT reguirement ith_rogard lo DPHSS/WIC 's _information

lechnology that is hosted on the Contraclor's WIC EBT system or interfaced
with_by the Coniractor while rasiding on the ADHS BNPA hosting faciity, The

Contractor agrees to_provide and maintain insurance as sel forth the Insurance
Section of this Agreement.

5.1. The WIC EBT system and the Conltractor shall meel afi applicable Federal, Stale, Tribal, and
Territorial regulations, including WIC Regulations 7 CFR Part 246, and uphold the confidentiality
ol WIC participant and WIC vendor information to the extent required by WIC Regulations 7 CFR
part 246.

5.2.  WIC systems and services are funded by USDA FNS; Ihersfore the WIC EBT Implementation
and Processing Services Conlraclor shall agree to comply with the following:

5.241.
5.2.2.
5.2.3.
5.2.4.
5.2.5.
5.2.6.
5.27.

528

5.2.9

Executive Order 11246 related to Equal Employment Opporiunily;
Section 306 of the Clean Air Act;

Seclion 309 ol the Clean Water Act:

The Anti-lobbying Act;

Americans Disabilities Act;

Drug Free Workplace requirements;

Compliance with suspension/debarment requirements;

Compliance with 2 CFR Part 200, §200.216 Prohibition on ceftain lelecommunications

and video surveillance sgrvices or equipment;

Compliance with 2 CFR Part 200, 200.322 Procurement of recovered Materals; and
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5.210 Qwnerghip -the lederal aovemment raserves a rovaltv-free, non-exclusive, and

irravocabla licenss lo raproduce, publish, or otherwise use, and lo authorize others to
use, for federal government purposes, the copyright in anv work daveloped undera
arant, sub-grant or contract under a grant or sub-grant or any rights of copyright to
which a contragtor purchases ownarship.

6. Order of Precedence

6.1. In order of precadence. the Contraclor shail process WIC EBT transaclions in compiance with:

6.1.1. Federa! regulations, jncludng WIC Regulations, 7 CFR Part 246 and FNS WIC policy
memos and guidance,

6.12. USDA FNS Operayng Rues for WIC EBT dated September 2014 or the mosi recent
verspn,

6.1.3. Fadera Informalp n Pioces sing Standards (FIPS), and

6.1.4. Prvdlingindustry lechnic & and perdformance slandards,

7. Conilict of Regulations, Standards and Guidelines

Il there is a confhet between the governing regulations and guidelines regarding a specific standard,
the HANDS Consortium shall determine the standard to which the Contractor shall adhere. {n
determining the appropriate standard, the HANDS Consortivm shall allow consuitation and input from
the Contractar, hawever the final decision shall remain with the HANDS Consorlium.

8. System Enhancements Developed for Other States

If system enhancements, reporis, or othar systam changes determined to be advanlageous io the
HANDS Consortium are developed by the Contractor for any other State or palitical subdvision being
provided with similar services as the HANDS Consortium, the same benefils shall be extended 1o the
HANDS Consorlium at no additional cosl.

9. Additional Programs

9.1. Each Consortiusm member relains the oplion to negoliate with the Contraclor to add other
programs, including but not limited to Farmers Markei Nulrition Program (FMNP), and other
Stale programs to its WIC EBT Conlract. Throughoul this SOW, relerence lo addihonal
programs, muitiple programs or program lypes refers to requiremenls which shall be required
should additional programs be added 10 the WIC EBT Conlract or platiorm. Additional programs
will nol come from WIC funding; and

8.2.  Other WIC Slale Agencies have the option {o negotiate with the Contractor to purchase any or
all products or services detailed within this contract.

10. innovative Technologies
10.1.  Contractors are strongly encouraged to recommend the use ol new and innovalive
technologies lhat shali provide impraved service and/or operational cost savings when
formulating a response. The introduction of these technologies can occur at any fime during
the project. Examples of such innovative technologies include, but are not limited to:

10.1.1. Web sarvices;

Guam DPHSS WIC Rev 04 19-202) Page 7ol 117



Onhne Elearonic Benelits Transfer Progessing Senvices DPHSS 200141
Frwension Agreenent

Between Guam DPHSS/WIC and CDP

Anzuna HANDS Conwonium

10.1.2. Innovative implementation or operational sirategies;
10.1.3, Enhanced card and polnt-of-sale (POS}) technologies; and
10.1.4. Detection and prevention of fraud.
11. Project Deliverables and Documentation
11.1. Rslease Noles

The Contraclor shall provide release nolgs with every WIC Direct lower environment and
product environment release.

11.2.  System Transition Plan

11.2.1. The Cantractor shail provide a Systam Transition Pian. The Systern Transfer Plan
shall detail ali of the activities to transfer from the current CDP/FIS EBT System to
the new EBT System. Activilies shali include, but not limited 1o the {ollowing:

11.2..1.  Staffing Plan,
11.2.1.2.  Data Conversion Test Scripls;
11.2.1.3. Dala Conversion Mock Convearsions;
11214 Transler Customer Service Phone Numbers;
11.2,15.  Cardholder Integrated Voice Recognition {IVR},
11.2.1.6. Cardholder Web Portal;
11.2.1.7.  Integrated Retaiter Support:
11.2.1.8. eWIC Cards;
11.2.1.9.  Clinic PIN Pads;
11.2.1.10. Stand-beside Poin! of Sale Terminals: and
11.2.1.11. Roliback Plan.

11.3.  Delailed Functional Design Document

The Detailed Functional Design Document shall describe lhe tolal sysiem conliguration
including but not limited to: system hardware, description of system funclionalty, fie layouts,
message and lile flows, syslem interfaces, settlement and reconciiiation data flows, data
elements, data dictionary, and the system security plan.

11.4.  Vendor Training Materlals

The Contractor Is responsible for WIC vendor Iraining and user materials provided with stand-
beside POS solutions. For WIC vendors with the stand-besfde POS solution, training materials
shall cover areas such as log onflog off and using the salution for all types of WIC EBT
lransaclions, These WIC vendors shall also be provided with a tip sheel (o provide managers
and cashiers with an easy reference during iransactions. General WIC vendor information that
is provided to WIC vendors with stand-beside POS terminals may be provided to any vendor
al the vendor's requast
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11.5. State Training Malerials

11.5.1, The Contractor shall provide written training materials for Consortium member
stail. The Consortium member staff training materials shall cover EBT system
tunctionaty as it applies lo the job junctions of the Consortium members.
Consortium job funclions include but is not limiled 1o:
11.6.1.1.  Program Project Manager;
11.6.1.2. Vendor Manager;
11.5.1.3,  Program Integrity Manager;
11.5.1.4.  Tralning Manager;
11.5.1.8. Communicalion Manager;
11.5.1.6. Research and Development Manager;
11.5.1.7.  Finance Manager;
11.6.1.8. 1T Project Manager;
11819  IT Manager;
11.5.1,10, WIC Service Desk Manager;
11.6.1.11. Nutrition Consuitants; and
11.8.1.12. Food Package Specialist.

11.5.2. User Manuals

11.5.21.  The Contraclor shall provide and maintain the tollowing insiruction
manuals:

11.5.2.1.1. Administrative Funclions Manual,
11.5.2.1.2, Reporls Manual, and
11.5.21.3. Settlemen! & Reconciliation Manual.

11.5.22. The Conlraclor shall be required lo mainlain the training malerials and
make revisions whanever the WIC EBT system funclionality is
modilied. The original and updated training materials shall be
provided lo the HANDS Consortium. Where applicable, the
Consortium member staff lraining materials shal} incorporate the
informalion provided in the System Operations and Interace
Procedures Manual and the Administrative Functionality Manual.

11.5.3. Monthly Status Reports

Monthly Status Reports bagin the month {ollowing completaed EBT rallout lor the
HANDS Consortium. Once a Consortium membar rollout is complete, the
Contractor shall submit a monthiy status report to the Consortium mamber, WIC
Program Project Manager, and EBT Project Coordinator. Similar to the
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implementation stalus reports, the monthly status report shall provide a descrplion
of all project activilies, ncluding put not limitad lo;

11.5.3.1,

11,5.3.2.

11533

11534,
11.5.35.
11.536.

Tasks accompyshed dunng reporting perind,

Work in process dunng the reporting penod,

Deliverablas submitted;

Progress on enhancement/change requesls (as applicable);
Deliverables for next repoiting penod; and

Systam maintenance scheduls for a rolting six {6) month period.

11.54. Monthly Invoice

11.5.4.1.

11.5.42,

115.4.3.

11544,

At the end ol each calendar month, the Contraclor shall prepars an
invoice lor services rendared dunng the month and submit an invaice
to each Consortium member, as applicable. The monthly invaices
shall be received within two (2) weeks of the close of the month being
billed. The wnvoice shall bs accompanied by supporting
documeniation that substantiales each individual line dtem on the
invoice. Invoice charges shall be substantiated, including pass-
through expenses lo the Consortium member, in order for payment to
be approved;

Al a minimum, the Contractor’s invaice shall include the period of
service covered by the invoice and shall demize Ihe foliowing: lolal
number of aclive households served for the State WIC Program
segmented by program {(appliss il addiional programs are added to
the WIC Contract), the cost per case month {CPCM) applied lo the
total number of aclive accounts, {otal CPCM pricing for all accounts
served; equipment by type, number of unils and cost per unit, and fotal
cost by type of equipment; any other fees or services, adjustments,
applicable State and local faxes and lotal amount due;

An “achwve account” shall be delined as a single beneficiary household
unit receiving benehts through a single EBT account during the invoice
period. Under no circumslance shall a Consorium member be
invoiced for two (2) months for a thirty (30) day {one (1) month’s)
pericd of heneht availability; and

Under no circumslances shall a Consortivm member be invoiced for
future months’ benelils if they are voided prior to becoming available
for redemption by the clienl. The Conlraclor may only invoice for a
one {1} month period il benefits are available for redemgption during
that one (1) month period.

12. WIC EBT System Requiremenis

This seclion of the SOW specifies the lechnical and functional requirements to support the ongoing
operations of a WIC EBT system that is in conformance with Federal regulations, national standards
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and specified HANDS Consortium performance standards. The system deployed 1a supporl WIC EBT
services shall be an Industry slandard application,

12.1. Comprehensive Overview of the System Design
This seclion describes the WIC EBT system configuration including all processing components,
databases, interfaces, fail-over system and participating entities. The Contraclor shall indicate
that they will meet the requirement with a “Y" for yes or a *N" for no.
12.1.1 General System Requirements,
Maat
# Requirement Requirement | Commenis
(Y/N)
General Syslem Requiremsanls
Al
Each Censortium member's WIC EBT syslem shall
have an uptima of 99.9% of the time on an hourly
basis, iwenty-four (24) hours per day, seven (7) days
Al per week. Y
Scheduled uplime shall mean the time the dalabase
is available and accessible for acceplance of
message dala, file transfers and transaction
processing and excludes schedule downlime lor
mainienance and shall be measured on a tolling 30-
A.1.1.1 | day basis. Y
The Contraclor shall maintaln a hot site with
equivalenl pracessing capability in a separale
A1.2 geographic localion from ils primary system, Y
The Coniractor shalt establish securs, high
performance connactivity between the WIC EBT fail-
over system and the HANDS primary and backup
A.1.2.1 | (disaster recovery) systems. Y
The WIC EBT systemn shall fail over to the hat site
within a time frame agreed upon between the
A.1.2.2 | Consorlium members and the Contractor. Y
The Conltraclor shall have provisions for twenty-four
by seven (24x7) sysiem moniloring and prablem
A.1,2.3 | correclion lo mitigate the risk of prolonged downtime. Y
The Contract shali provide annual testing of the fail-
A1.3 over system, Y
12.1.1. System Interface Requirements,
Meaet
# Requirement Requirement | Comments
(Y/N)
B.1 Connectivity with HANDS
As each Consortium member's MIS
B.1.1 solution and database resides with ADHS
o BNPA, all connectivity and interfaces
shall comply with the Slale of Arizona Y

Guam DPHSS WIC Reyv. 01-30-2028
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nelwork infrastructure and inlormation
securily requiremnants.

DPHSS 288141

B.1.2

For sach Consortium member, the
Conlractor shall establish secure, high
parfjormance intemel-based Secure
Socket Layar (SSL) connectivity between
the WIC EBT system and HANDS to
accommodate available and reliable
message based syslem interfaces.

8.2

Data and File Exchange

B.2.1

Tha WIC EBT system shall accept and
transmit data to and from HANDS ina
message based intedace or in batch
system intedace (batch files). The WIC
EBT system shail be available twenty-lous
{24) hours per day seven (7} days pear
week for balch lile dala Iransfer with
HANDS.

B.2.2

The WIC EBT system shall be available
during Ihe Partners business hours lor
message based data transfer with
HANDS. Business hours ara defined as
Monday through Saturday from 7AM -
7PM local time.

B.2.3

The WIC EBT system shall conform lo
lhe WIC Online Message Structures,
Messages and Transaclions and
Message Classes as defined by the WIC
EBT Universal Intedace.

B.3

Back-up Data and File Exchange

B8.3.1

The Contraclor shall be required 1o have
a back-up procedure to transfer and
accepl baich files and records should the
normat lile and/or record transter
processes fail.

B4

Receive Batch Files

B.4.1

The WIC EBT system shall be available
io receive file and record transmissions
within sixty (60} minutes of being notified
by the HANDS Consortium or affecled
Consorium member thal the WIC EBT
system is nal available to accept a file or
yecord transmission.

B.4.2

Return Batch Files

B.4.2.1

Al the HANDS Consortium's discretion,
the WIC EBT system shall transmil daify
batch files to HANDS that include clinic
ard WIC vendor transactions.,

B4.22

If the WIC EBT sysiem {ransmils a baich
file with no records, the baich file shall
indicate that no action is 1o be taken by
HANDS.

Guam DPHSS WIC Res. 01-3)-202]
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Conlirmation and Error Messages

B4.31

The WIC EBT system shall transmil a
conlirmalion to HANDS that a baich file
was received.

B432

The WIG EBT system shall transmit batch
level errars to HANDS and shall ransmit
detail record errors o HANDS.

B.4.33

The WIC EBT system shall accept
confirnation or error messages from
HANDS for batch filas sent from the WIC
EBT syslem to HANDS,

B.4.4

Future Modilications to HANDS

B.4d.41

If HANDS is updated as a result of an
update o the FNS MIS/EBT Universal
Interface document, the Contractor shall
accommaodate changes to inlarface
requiremenis resulting from modificalions
to HANDS sublject to the agreed upon

change managermen! process.

12.1.2.

WIC Food Maintenance Requirements,

Requirement

Meet
Requiremeant
(Y/M)

Comments

C.1

Calegories and Subcalegones

C.14

The WIC EBT system shall accept the
initial WIC Category Sub-Category file
generated by HANDS as well as all
subsequenit files containing changes
and/or additions to the HANDS WIC
Category Sub-Categary file from HANDS
data.

ci1.2

If the Categary/Subcategory effective
date is not present, lhen the WIC EBT
system shall assume the currenl date as
the efleclive dale.

C.1.3

If Calegory/Subcategory deactivation
dates are reached, any UPCs associated
with lhe Category/Subcategory shall also
bie deactivated.

c.2

UPC/PLU Dala

C.21

The WIC EBT system shall accept
UPC/PLU data from HANDS.

Cz21.41

Each UPC/PLU shall have an associated
Category/Subcalegory.

ca1.2

The UPC/PLU file shall be in the format
and contain dala as described in current
version of the WIC Universal MiS/EBT
|nterface document,

Cc2t3

Changes o UPC/PLU data shall be

accapted through a daily baich file.

Guamn DPHSS WIC Hev 0]-30-202)
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cz2i4d

Upon receipt of the UPG/PLU file from
HANDS, the WIC EBT syslem shall
validate whether the UPC/PLU data
already exists in the WIC EBT system;

DPHSS 20 014}

Ca1b

If the UPC/PLU data does not exist, the
WIC EBT sysiem shall add the UPC/PLU

data; and

216

Upon validation, the WIC EBT system
shall completely replace the existing data
with the updated.

c.21.7

The WIC EBT system shall accept WIC
UPC/PLU files containing deaclivations of
specitic UPCs or FLUs on the designed
end date.

C.2.1.8

Nol to Exceed (NTE) Amount

c.2.1.81

The WIC EBT System shall have the
abilty to caiculate the nol-to-exceed
(NTE)} amount by subcategory and/or
UPC and by peer group lor each
Consortium member,

c21B2

The WIC EBT sysiem shall accep! the
NTE dala from HANDS.

c2183

NTE data shall nol be transmitted with
the APL to WIC vendors or TPPs.

C.21.84

The WIC EBT syslem shall use the NTE
irom HANDS when calculating the
amounl to be settied to the WIC vendor
or TPP.

c3

Authorized Product Lisl (APL)

C.3.1

The WIC EBT system shall generale an
APL for each Consortium member each
day and provids user and WIC vendor
access la the APL,

C3.1.1

The APL provided to WIC vendors shall
include the current UPCs and/or PLUSs,
but shall not include the NTE for each
UPC, Subcategory, or Category.

C.3.1.2

The APL lile shall conform to the ANS
X9.93 V4 type 2 specifications, or most
recent version.

C.3.2

Availabiity of the APL

c.az241

The WIC EBT system shall make the APL
file available on a secure dala retrieval
site for download by WIC vendoars and
TPPs.

c3.22

The current varsion of the APL shall be
made available at the same lime each
day, as agreed upon with the HANDS
Consortium during system design
sessions.

Cc.3.3

User Access to APL

Cuam DPHSS WIC Rey  0)-30-2020
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The WIC EBT systam shall provide each
Consorium membar with user viaw of its
C.3.31 APL source data (current and previous),
including the abllity to view APLs by
specilic dales.

DPHSS 200198

Users shall have the abilily to search the
C.3.3.2 APL by fields such as UPC, category
number, elc.

The Contractor shall detall where current
and previous APLs will be located and
what application will be needed to view
the APLs,

c3a33

12.1.3. Vendor Management,

# Aequirament

Meet
Requirement
(Ym)

Comments

DA WIC Vendor Data

The WIC EBT system shall provide
D.1.1 capabilities for maintaining required WIC
vendor dala,

The WIC EBT system shall maintain
message or batch based system interface
{0 accep! WIC vendor information frarn
HANDS.

D.1.2

D2 Updale Vendor Data

The Contractor shall collect financial
inslitution and account routing information
from WIC vendors with stand-beside POS
sysiems.

D.2.1

Prior 1o updating WIC vendor data, the
022 WIC EBT system shall validate that the
WIC vandor ID afready aexists.

Thae WIC EBT system shall mainlain the
conlidentialily of WIC vendor linancial
D.2.3 institution inlormation, account and TPP
routing informalion as defined in security
standards in seclion 4.

D.3 WIC Vendor Stalus

The WIC EBT syslem shall accept real
time message or balch file lransler from
HANDS the status or status updale of a
WIC vendor.

D.3.14

The WIC EBT system shall identify that
D.3.2 the WIC vendor ID exists belore
accepling a stalus update.

The WIC E8T system shall not accept
Iransactions for processing from any WIiC
vendor which Is nol active at the time and
date of the transaction. Active slalus is
identified by the beginning and end date
for a vendor.

D.3.3

Guam DPHSS WIC Rev. 01-10-2021
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12.1.4.

Account Setup and Maintenance Requirements,

DP1SS 200141

Requirement

Meet
Requirement
(Y/N)

Comments

E.1

Create Elactronic Benelil Account (EBA)

]

EiA

The WIC EBT system shall sef up and
maintain an eleclronic househaold account
for each WIC household.

Ed1.1.3

The WIC EBT system shall receive
accounl set-up messages from HANDS
with household identifiers and associated
household demographics.

E.1.1.2

The WIC EBT system shall validate the
uniqueness of the HANDS household ID,
ensuring that no duplicate family IDs have
been remitted from HANDS.

if all data is validaled, the WIC EBT
systam shall eslablish an EBA and assign
a unique EBA ID.

E.2

Account Type

E2.1

At a minimurn, the WIC EBT system shall
accept the type of account {e.g.,
household, emergency disaster,
compliance) and the HANDS household
ID.

E22

Account Struclure

€221

The WIC EBT system shall mainlain an
EBT account slructure to ensure that: 1)
benelit balances are accurately
maintained; 2) benelils accessad by
cardholders are drawn from the
appropriate Calegory/Subcategory: and 3)
benelit accounts are not overdrawn.

E2.22

The Conlraclor shall be liable for any
benelits or funds drawn from an incorrect
account or program, for overdrafls against
EBT benefit accounts including allowing
acecess 1o benelits prior 1o or afler their
avallabilly date, and for EBT haost
Iransaclion processing errors.

E223

The HANDS Consortium has the right to
modify account structure requirements in
response lo changes In State or Federal
program regulations and will be subject to
the agreed upon change management
process.

E.3

Maintain EBA

E.3.%

The WIC EBT system shall accepl
household demographic dala, Including,
al a minimum household address and
head of household.

E31a

The WIC EBT system shall maintain the

account for each WIC household.

Guom DPHSS WIC Rev 01-30.2021
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E3.1.2

The WIC EBT system shall nol make
changes or updates to account
information unless such updates are
received from HANDS in a message-
based transmission.

DPHSS 20-014)

E3.2

Changs to Household ID or Stalus

E.3.2.1

The WIC EBT system shall accept data
{from HANDS to change the HANDS
househald ID or change the household
slatus.

E.3.2.1.1

At a minimum, the WIC EBT syslem shall
abide by the following rules:

E.3.21
.1

The WIC EBT system shall validale that
the original HANDS household 1D exists;

E3.2.1
1.2

if a new housshold ID s provided, then
the WIC EBT systam shall validale that
the new HANDS household 1D does not
already exist;

E3.21
1.3

If a new household ID Is provided, then
the WIC EBT system shali deactivale the
old HANDS household 1D and aclivale the
new HANDS household ID;

E3.21
1.4

It the household account stalus has
changed, then the WIC EBT system shall
change the accounl stalus; and

E.3.3

Change 1o Househotld Demagraghic Data

E.3.3.1

The WIC EBT system shall accept
messages lrom HANDS to change the
household demographic dala.

E.3.3.1.1

The WIC EBT system shall validale that
the HANDS household [D exisls.

E.3.3.1.2

The WIC EBT syslem shall update
housshald demographic data.

E.3.4

Access o EBA Dale

E.3.4.1

Upon reques!, the WIC EBT system shall
provide to the HANDS system via
massage data EBA Information using the
HANDS household 1D or card primary
account number {PAN).

E.3.4.2

The EBA data shall include food benelit
additions and deletions, but does not
Include WIC client eligibility or health
information.

E.4

Benelit Issuance and Account
Maintenance

E.4.1

Accept Benellt Issuance

Ed.1.1

The WIC EBT system shall receive
message data of banefit [ssuance from
HANDS.

Guam DPHSS WIC Rev 01.30-2029

Page 170l 117




Onbne Elcctrome Bepe s TSR Pruessing Senies

Friension Agnemaent
Berween Guam DPHSS/WIC and CDP
Arizana HANDS Consutium

€412

Benelit issuance from HANDS shall be
aggregated at the household level and
shallindicate the household account
number, the Category/Subcategory,
quantily, unit of measure (UOM) and
benelit avadability and expiration date(s).

DPHSS 20-0841

E.4.1.3

At a minimum, the WIC EBT systern shall
abide by the following rules:

E.4.1.3.1

The WIC EBT system shall validate that
the HANDS housshold 1D and the EBA
axist and are aclives

E.4.1.32

The WIC EBT systern shall validate that
the Benefit ID is unique; this is not
currently enabled and will be subject to
the agreed up on change management
Btan,

E.4.1.33

The WIC EBT syslem shall validate that
the benalit Issuance records are correct in
conen and format, incuding a valid
combination of Calegory/Subcategory
codes;

E4.1.34

The WIC EBT system shall allow benefit
Issuance for current and future months;

E.4.1.35

The WIC EBT system shall allow more
than one issuance 10 a househoid for a
single month;

E4.1.3.6

The WIC EBT systern shall validate thal
the benelit guantity (unils availablg) for
the Category code and Sub-Category
code on a given date does not exceed
999.99, the maximum balance that may
be relurned in an X9.93 slandards
message;

£.4.1.37

The WIC EBT system shall verily
issuance by Category/Subicategory and
unit measurg;

£.4.1.38

The WIC EBT system shall reject
duplicate benefil issuance and remit a
message o HANDS inlorming HANDS ol
the reject and the reason lor the reject;

E.4.1.39

The WIC EBT systemn shall provide retum
meassage data o HANDS, notilying the
affected user of any detected issuance
anomalies.

E4.2

Accept Bensit Voids

E.4.2.1

The WIC EBT system shall receive
message data of benefil voids from
HANDS.

E4.2.1.1

The WIC EBT system shall validate that
the HANDS household ID and EBA exist
and are aclive,

Cusm DPHSS WIC Rev 01.30-2021
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Eq.21.2

The WIC EBT system shall validale that
the ending benslit date exaclly matches
the benelit information in the EBA far the
Categories/Subcalegories debiled;

DPHS5S 200141

E4.2.1.3

Tha WIC EBT system shall enly void the
benelil if thera is sufficiant balance to post
the entire void,

E4.214

Tha WIC EBT system shall pravide return
massage data lo HANDS, nalilying the

affected user of any delected benelit void
anomalies or successiul completion of the

fequest.

E.4.3

Maintain Benelil Balance

E.4.34

The WIC EBT sysiem shall maintain the
WIC benelit account structure, 1o include
benefit beginning and end dales.

E4.32

The WIC EBT system shall slore and
manage benalils based on the availability
dales received from HANDS,

E.4.33

Availability time shall be 12:00 AM local
time for each Consortium member,

E.4.3.4

Al a minimum, the WIC EBT systern shall
abide by the lollowing rulas:

E.4.3.4.1

The WIC EBT syslem shall ensure
benelits are made available on lheir
availability date and time;

E.4.34.2

The WIC EBT syslem shall ensure that
unused banelils are expired on their
expiration date and lime. Expiration time
shall be 11:59 PM local time for each
Consostium member;

E.4.343

The WIC EBT system shall ensure benelit
availability and expiralion is based on
local time for each Consortium member;

E4.3.4.4

The WIC EBT syslem shall ensurs
benelits may nol be redeemad belore
begin date and lime or alter end date and
lime.

Ed.4

Maintain Benefit Account

E.4.4.1

The WIC EBT systern shall maintain the
WIC EBA and account slruclure {meaning
benefit activation and expiration dates
and any addilianal programs added to the
syslem).

Ed.4.2

WIC benefit account balances shall be
accurate and segregated by benefit
Category/Subcategory.

£.4.43

When a padicipanl transaction is
conducted, the WIC EBT system shall
ensure the transaction credils or debils
the appropriate Category/Subcatagory in
the EBA.

Guam DPHSS WIC Rev 01-30-202t
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Ed.4.4

The WIC EBT system shall validate thal
EBAs are not overdrawn; if a purchase(s)
rasulls in an overdrawn account, the
Contractor shall notily the designated
Consortium member staff of the overdraw.

DPHSS 200840

E.4.45

Notification shall gceur within one (1)
business day ol system recegnition of an
overdrawn EBA.

E4.5

Reconcila Benelil Balance

E.4.5.1

The WIC EBT system shall reconcile each
EBA and all WIC EBT data on a daily
basis.

E4.52

For the EBA, the EBT system shall verify
that the guantity of each Category/Sub-
Category end of the procassing day nel
posilion is equal to: Opaning balance +
cradits - debits = End of day balance

E.4.6

Provide EBA Benefit Balance

£.4.6.1

The WIC EBT system shall ba balanced
as a whole to ensure that changes in food
benetil isauance in HANDS is represented
in the EBT system al end of day.

£.46.2

Upon message-based request from
HANDS, the WIC EBT system shall
provide HANDS via message dala the
benefil balance infarmation for a specilic
EBA.

E.4.6.3

The WIC EBT syslem shal! validate that
the HANDS household ID aexisls;

E4.6.4

I bensfit begin and end dates are not
provided in the request, the WIC EBT
system shall relum only those records
where the current date is belween the
begin and end dates of the benelit;

E.4.65

The WIC EBT systam shall remit
message data lo enable HANDS to print a
list of the household's currently available
and future months' benelits soried by load
calegory and subcategory.

£4.7

Provide Benefit History

E4.7.1

Upon message-based request from
HMANDS, the WIC EBT system shall
provide via message data the benefit
maintenance history for a specific EBA.

E.4.7.2

Prior to providing the benelit history, the
WIC EBT system shall validate that the
household ID and the EBA exisl.

E4.7.3

If a HANDS household ID is sent, then the
WIC EBT system shall return the benelit
mainlenance history lor the household.

EA4.7.4

It a PAN is sent, then the WIC EBT
system shalt return the benefil
maintenance history for the PAN,
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12.1,5.

Card Issuance and PIN Selection,

DPHSS 20.01-4¢

Requirament

Meet
Requirement
{YIN)____

Comments

F.

Card Issuance

The WIC EBT system shali receiva card
issuance message data from HANDS.

Al a minimum, the record shali include the
card number, card action {issue,
deactivale), cardholdar, associated
HANDS household account and the
unique 1D of the local WIC clini¢ issuing
the card.

The WIC EBT system shall associate the
card to the appropriate EBA.

The WIC EBT system shall provide the
following:

F.1.3.1.1

The WIC EBT system shall validate that
the HANDS household ID exists and is
aclive;

F.1.3.1.2

The WIC EBT systam shali validate that
there is not already an aclive cardholder
associated with the aceount;

F.1.3.1.3

The WIC EBT system shall creata a new
cardholder record and associate the
cardholder with the given card and the
household EBA.

F.2

PiN Selection

F.2.1

The WIC EBT system shail accept PIN
message dala (reat time and encrypled)
from HANDS to selec! or change {(update)
a PIN.

F.2.1.1

The WIC EBT system shall validate that
the card number is active and associated
with a valid EBA:

F.21.2

The WIC EBT syslem shall validate thal
the encrypted PIN is valid;

F.2.1.3

If the encrypted PIN is valid, then the WIC
EBT system shall translate the encrypted
PIN into a new encrypted PIN that is
suitable for internal database slorage;

F.2.1.4

The PIN held in the WIC EBT system
shall be effective upon successful
processing of the PIN seleclion; and

F.2.1.5

The WIC EBT system shall store the
encrypted PIN in the EBT database and
link the PIN 10 the appropriate cardholder.

F.3

PIN Encryplion

F3.1

The WIC EBT system shall provide
tunctionality for a cardhclider to select or

Guam DPHSS WIC Res . 01-30-2021
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change (update) a PIN remolely by phona
call to the WIC EBT ciient ARU.

DPHSS 10 0143

F.3.2

“The WIC EBT system shall validate that
the eard number is aclive and associated
with an aclive EBA.

F.3.3

The WIC EBT syslem shall validate the
identity of the person requesting the new
PIN or PIN change by requesting date of
birth and zip code.

F.3.4

The Centraclor shall support the transfer
of PiNs associated with exisling WIC EBT
cards to the new WIC EBT
Implementalion and Processing Services
Contractor at the conclusion of its
Contract.

F.4

PN Lock/Unlock

F.d.1

The WIC EBT system shall lock an EBA
from access if a cardholder has exceeded
a specilied number of consecutive invalid
PIN attempts during a calendar day
period.

F4.2

The nurnber of invalid PIN attempts shall
be defined by each Consortiumm member.

F.4.3

The system shall allow a PIN to be
unlocked on demand from HANDS or
{rom a carghalder via ARU by selacting a
new PiN.

Fd.4

An EBA thal has been locked for
exceeding invalid PIN attemptls shall
automalically unlock at 11:59 PM local
lime on any day thal an EBA has been
locked for exceeding the allowed number
of invalid PIN atlempts.

F.5

Update Cardholder Data

F.5.1

The WIC EBT system shall receive WIC
EBT updated cardholder demographic
message data lrom HANDS and update
the demographic dala in the WIC EBT
system.

F.5.2

The WIC EBT system shall suppor a
change ol cardholder lor the household
account and accept the demographic dala
associated with the new cardholder,

F.6

Update Card Status

F.6.1

The WIC EBT system shall receive WIC
EBT updated card message data from
HANDS.

F6.2

At a minimum, the WIC EBT system shall
abide by lhe following niles:

F.6.2.1

The WIC EBT system shall validate that
the exisling card is aclive and assigned;

Guam DPHSS WIC Rev 01-30-202)

Page 220l 117




Online Elvcirunic Benefits Transtir Processing Senices

Esiensiun Agreement
Between Guam DPHSS/WIC and CDP
Arizona THANDS Consonium

F§22

The WIC EBT system shall changs the
card slatus fo the new value afler
validating that the card slatus is currently
aclive (e.g., has not praviously had it
stalus changed from active);

DPHSS 10-0641

F6.23

The WIC EBT system shall change the
existing active card {o deactivated;

F6.2.4

Tha WIC EBT systam shall allow the
cardholder's existing PIN 1o be assigned
io & new card re-issued fo the ciient.

F.7

Allow Cardholder lo Update Card Status

F.7.1

The WIC EBT systemn shail allow a
cardholder o update a card's stalus
through customer services.

F.7.1.1

The Web Portal shall not allow a
cardholdes 1o report histher card as lost,
slolen, or damaged.

F.7.1.2

The Wab Porlal shall not allow a
cardholder {0 re-aclivale a de-activated
card.

F.7.1.3

ARer validating the identily of the
individual requesting a card status
change, the WIC EBT system shall abide
by the rules stated in Section F.6

F.8

Mail Replacement Card

F.B.1

As an option for the Anzona and Navajo
Natian, the WIC EBT syslem shall
generate and maill a replacement card to
the cardholder.

F.8.2

Arizona and MNavajo Nation's replacement
cards will be sent by standard mail.

F.8.3

The Contractor shall mail a replacement
card wlilizing standard mail within one {1)
business day of cardholder request.

F.9

Maintain Card History

F.8.1

The WIC EBT system shall maintain a
history ol cards assigned to households
and cardholders.

F.9.1.1

For mailed replacement cards, then the
WIC EBT system shall provide a daily
balch file of card slalus changes as
delined in the current WIC Universal
MIS/EBT Interface document including
card deaclivations and card issuances
with card numbers conducted on behalf of
cardholders.

F912

The WIC EBT system shall provide
message dala in response to a request
from HANDS for a hislory of all EBT cards
that have been assigned to a household
and shall remit card history message data

Guam DPHSS WIC Rev. 01-30-2021
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o HANDS {e.g., card activation dale, card
status changes, cardholder changes, card
deactivation dale).

DPHSS 20.0141t

12.1.6.

Transaction Processing,

Requirement

Meet
Requirement
(Y/N)

Comments

G.1

WIC Vendor Transaction Processing

G.1.4

The WIC EBT system shall provide
real-lime transaction processing of
message dala received from WIC
vendors and/or TPPs.

G.1.1.4

The Contraclor shall have the capability
io raceive, process, and authorize
cardholder transactions from WIC
vendor POS devices in real time
tfransactions.

G.1.1.2

The Contraclor shall validata that the
iransaction requesl conlains a valid
WIC vendor |D.

G.1.2

Contractor EBT transaction processing
requirements include:

G.1.21

Accepling transaclions coming from an
authorized transaction acquirer;

<

G.1.22

Authorizing or denying transactions;

G.1.2.3

Sending response messages back to
the transaclion acquirer authorizing or
denying cardholder iransactions;

G.1.24

Providing the data necessary lo print a
cardholder receipt with the aceount
balance after the transaction {the card
number shall be truncated on the
receipt);

G.1.25

and Logging the authorized/denied
fransaclions for subsequent seltlement
and reconciliation processing,
ransaclion reporting, and lor viewing
through transaction history.

G.1.3

In processing EBT transactions, it is the
responsibility of the Contractor lo
ensurg that the WIC EBT system meets
performance and technical slandards
and regulations detailed in section 4 in
the areas of:

G.1.3.1

Syslem processing speeds:

G.1.3.2

Availability and reliability;

G.1.33

Security; e

<|<|<i=<
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G.1.34

Ease-of-use;

DPHSS 20-0141)

G.1.3.5

Minimum card requirements;

G.1.3.6

Pertormance; and

G137

Minimum transaction set.

< <<=

G.1.4

Conneclivity

G.1.4.1

The WIC EBT systemn shall support
onfine, commercial network and direct
connect communication with vendor
syslams,

G142

The Contractor shall establish a direct
or indirect telecommunications
connection tor the routing ol
transactions and retriaval from and
delivery of files such as the APL to WIC
vendors, {heir agents, of TPPs.

G.1.4.3

A direct connection shall not wtilize a
TPP to route transaciions o and from
the EBT system,

G.1.4.4

An indirect conneclion shall ulilize third
party processors to route transactions
lo and from the EBT system.

G.1.5

Processing Day

G.1.5.1

The WIC EBT system shafl maintain a
twanty-lour {24) hour business day
processing cycle,

G.1.5.2

The Contractor shali designale a
standard daily cut-olf time al a time of
day that shall allow the origination of
automaled clearing house (ACH)
payments for next business day
seltlemenl.

G.1,5.3

Special selitement procedures may be
raquired for the island members of the
HANDS Consortium {i.e., prelunding
Ihe clearing account based upon
estimated amounis).

G.1.6

Transaction Message

G.1.6.1

Transactions accepted by the WIC EBT
system [rom the WIC vendor ar its TPP
shall be in the ANSI X8.93-2:2014
Financial Transaclion Message - EBT -
Parl 1:Messages, 2014 {and {uture
updates) for messages.

=<

G162

The WIC EBT system shall accept the
{ollowing minimum transaction sel:

G.1.6.2.1

Benelit Inquiry;

G.1.6.2.2

WIC Purchase

G.1.6.23

WIC Revoarsal (item by item);

G.1624

WIC Void;

< |< |< i< {=

G117

Transaction Message Validation
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G.1.7.1

The WIC EBT system shall conduct
checks and processes to determing if a
transaction is approved.

DPHSS 20-0141

G.1.7.2

At a minimum, these checks shall
include determining whether:

G.1.7.2.1

The WIC EBT system shall ensure the
transaction originates from an approved
WIC vendor by validating the WIC
vendor's 1D against the latest vendor
data sent by the WIC MIS.

G.1.7.22

The WIC EBT system shall ensure thal
the transaction originates from a known
stand-beside PQS terminal by
validating the terminal number,

G.1.7.23

The card number {PAN) is valid and the
card is active;

G.1.7.24

The number ol consecutive faled PIN
attempts has not baen exceeded;

G.1.7.25

The PIN is venliad as being entered
corractly:

5.1.7.26

The account is active;

G.1.7.27

The UPC ar PLU is presented and
verilied for each purchased food item;

G.1.7.28

The lood items are validated against
the current st of WIC approved
Calegorias and Subcategories and
UPCs/PLUs;

G.1.7.2.9

The WIC EBT system shall validale the
products lor appropriate availability
dales in the EBA benelit record.

65.1.73

For void transaclions, the WiC EBT
systern shall verily an existing benelil
record and purchase transaction so lhal
{he void transaction can be properdy
posted.

G.1.7.4

If any one of the validation conditions is
not met, the Contractor shall deny the
lransaction.

G.1.7.4.1

If the transaction is denied, the system
must relurn a maessage o the WIC
vendor indicaling the reason lor denial
(e.q., invalid PAN, invalid terminal,
elc.).

G.4.74.2

The Contracter shall provide a monthly
summaiy report of dentad transaclions.

G.1.8

Transaction Processing Prolocois

Guam DPHSS WIC Rev 0).3.2021
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The WIC EBT system shall provide
real-time processing of iransactions as
they are received from WIC vendors
and TPPs. Real-time processing refers
to an immediate response with the EBT
sysiem when the WIC vendor
processas a WIC EBT transaclion and
will receive an immediate response i
the transaction was approved or
G.1.8.1 denied.

DPHSS 200149

The transaction date and time shall be
the date and time the purchase is
approved by the WIC EBT system,
adjusted to the local date and lime at
G.1.8.2 the WIC vendor location.

G.1.9 Minimum Transaction Processing Rules

When processing a transaction, the
WIC EBT system shall abide by the
G.1.81 following rules:

The purchase quantity redeemed from
EBA benefits shall be obtained from the
benefil quantily associated with the
UPC's Catagory/Subcategory in the
G.1.9.1.1 APL;

The WIC EBT system shall provide an
approval or a deniat lor each product
G5.1.9.1.2 transaction.

The WIC EBT system shall provide an
appropriale reason code for alt rejected
G.1.9.1.3 ptaduct ransactlions;

The WIC EBT system shall deduct
benefits from Subcategories with values
greater than 000" before deducling
benefits from the Broadband Food
G.1.9.1.4 Subcalegories.

It a food item is allowed 1o use &
Broadband Food Subcategory, allow
the food item lo be redeemed with the
units remaining in the Broadband Food
Subcategory once all units in the
specified Food Subcategory have been
G.1.9.1.5 decramented.

Allow the redemption of a single jood
item in part from a Food Subcategory
and in part from the Broadband Food

G.1.9.1.6 Subcategory;
Process a8 maximum of fifty (50) WiC
G.1.9.17 ilems in a single purchase.

The WIC EBT system shall allow the
CV8 lo be mapped to 4 single generic
code (i.e., 4469 for fresh fruits and

G.1.9.2 vegelabies).
G.1.8.3 Declined llams
The WIC EBT system shall decline an
G.1.9.3.1 itern for a WIC purchase il:

Guam DPHSS WIC Rev. 0(-30-202)

Page 27 ol 117




Onfine Electmnic Benelis Transfer Provesang Sunoaces

Exlension Agneemens
Hetwern Guom DPHSS/WIC and CDP
Arszuna HANDS Cononium

G.1.9.3.1.1

It is not an authorized WIC UPC/PLY,
Calegory/Subcalegory,

DPHSS 20 41

G.1.9.3.1.2

# is not a WIC UPC/PLU,
Category/Subcategory or size
authorized in the WIC household
account: or

G.1.9.3.1.3

Suffictent quanlities of the
Category/Subcategory are not available
in the WIC househaold account.

G.1.8.3.2

The WIC EBT system shall provide a
reason code for all rejected items.

G.1.10

Receipts

G.1.10.1

The WIC EBT systemn shall provide the
data required for the WIC vendor to
print receipls according ia the
requiremants of Seclion 12,1 of the
TIG. This includes the opening and/or
ending EBA benefit balance, and
benefit balance end dale, as applicable.

G.1.11

Adjustment for NTE

G.1.141.1

When authonzing a transaclion, the
WIC EBT system shall compare the
product price against the peer group
NTE for the Calegory, Sub-Category, or
lor the UPC, il the maximum allowable
price is sel al the UPC level for the
product.

G.1.11.1.1

lf the product price is equal 1o or less
than the NTE for the WIC vendor's peer
group, the WIC EBT syslem shall
approve the purchase of the producl al
the product price.

G.1.11.1.2

if the product price is greater than the
allowable price for the WIC vendor's
peer group, lhe WIC EBT system shall
approve the purchase of the product at
the NTE price.

G.1.11.1.3

The WIC EBT system shall provide a
relurn message to the WIC vendor ECR
syslem, POS, or the TPP that contains
the amount paid lor the producl.

G.1.12

Auto Reconciliation File

G.1.12.9

The WIC EBT syslem shall generate
aulo-reconciliation fites {ARFs} lo
support the reconciliation of
transaclions captured in WIC EBT
trangactions.

G.1.12.2

The WIC EBT system shall create
ARFs on a processing day basis and
shall include transactions submitied
singe the last WIC ARF.

G.1.12.3

The ARF shall be provided in the tormat
and contain the data that is spacified in

the TIG.
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G.1.1

[AV]
E-N

;

The WIC EBT system shall make the
ARF available on a sscure dala lile
retrisval site for downfoad by the
authorized WIC vendor.

DPHSS 200141

G.1.13

Maintain Transaclion History

G.1.13.1

At a minimum, the WIC EBT system
shall maintain 2 minimum af three {3)
years of data online jor real time access
by authorizad system users.

G.1.13.2

Records associaled with the Contract
shall be maintamned for three (3} full
fiscal years {q|owing the close of the
Federal fiscal year (Oct-Sep) during
which the Contract lerminates.

G.1.13.3

Archived data shaj be maintained lor
an additional four (4 years and shall be
recoverabla within forty-eight (48}
hours.

G.1.13.4

The Contraclor sha| be prepared ta
transfer up to hive(5 years of EBA,
WIC vendor, APL, and transaction data,
as well as current PIN and clinic data to
the new/succeading WIC EBT
Implementation and Processing
Services Contractor at the end of
current Coniractor's conlracts with the
Caonsortium members.

G.1.14

Exception Handling

G.1.14.4

Invalid Card Read - Key Entered
Transactions

G.1.14.11

The card number {PAN) may be key-
entered at times when a card presented
by a cardholder is damaged and/or the
POS device is unable to read the
magnetic stripa accurately.

G.1.14.1.2

The Contractor shall accepl and
process EBT transactions where the
PAN has been manually entered (key-
enlered) into the POS device.,

G.1.14.3

Split Tender

5.1.14.3.1

The WIC EBT system shall support the
capability for retail POS to perform split
tender processing lor a cash value
banefit {CVB).

G.1.14.3.2

To support spiint tender, the WIiC EBT
system shall allow the reversal or void
of one (1) or more CVB food items and
the CVvB amount for the itam(s} shall ba
restored o the WIC EBT account prior
to the completion of the tender.

G.1.15

Mixed Basket

Guam DPHSS WIC Rev 01 10-2021
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G.1.15.1

Contractor shall suppont the capability
of inlegrated WIC vendor systems to
perform mixed baskel iransactions by
validating during relailer cerlifications
that the retailer Electronic Cash
Register system properly manages
mixed baskets based on approved FNS
scripls. A mixed basket refers to the
ability of the WIC cardholder lo
purchase WIC and non-WIC items
without separating tha items into two (2)
separate transaclions prior to checkout.

DPHSS 20:0441

G.1.15.2

Benelits and funds shall be applied to
mixed baskst purchases in the order of
the most restrictive benelit account to
the least restriclive benelit account or
payment type, with WIC being the most
restrictive benefil.

G.1.15.3

When needed lor processing the
transaction, the order of precedence of
paymentl for items shali be: WIC,
SNAP, TANF and then other forms ol
paymant.

G.1.15.4

The WIC cardholder may remove food
ems sdentified as part of the WIC
purchase confirmalion from being paid
with WIC benelis.

G.1.155

The participant shall have the
opporiunily far confirmation before final
ayment.

G.1.16

Discounls and Coupons

G.1.16.1

Contractor shall support the capability
for discounis and coupons to be applied
to WIC food and CVB purchases by
validating during relailer certifications
that the retailer Electronic Cash
Register system properly manages
discounts and coupons.

G.1.16.2

Such discounts and coupaons shall be
applied lo the purchase transaclion
prior to the cardholder aceepling the
WIC transaction.

5.1.16.3

The benefit of a quantily discount (e.g.,
buy one get ane [ree) shall be given lo
the WIC cardholder.

G.1.164

The benelit of a price discount shali
accrue to the Consorliurn member by
reducing the tofal cost of the approved
foad itern.

G.1.16.5

The Contractor shall work with the
HANDS Consortium to eslablish
specific business rules conceming
discounts and coupons, as applicable.

G.1.17

Compliance Buys

Guam DPHSS WIC Res. H-30-202)
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G.1.147.1

Tha WIC EBT systern shall support the
set-up of compliance accounis by
accepting the account and card data
from HANDS and account lype as
comgliance.

DPHSS 20 011

G.1.17.2

Tha WIC EBT systemn shall allow the
issuance of comphiance buy cards,
allow bensfits to be added and deteted
to these cards and mainlain an audit
trail of all compliance aclivities.

G.1.17.3

The WIC EBT Implementalion and
Processing Services Contractor shall
not differentiate the Jook of complance
cards with participant cards or
diferantiate how they may be used at
the POS.

12.1.7.

Seltlement and Reconciliation,

Requirement

Meet
Requirement
(Y/IN)

Comments

H.1

Settlement and Reconcilintion

H.1.1

The Contractor shall be responsible for
the execution of EBT settlement and
reconciliation activities.

H.1.2

EBT seltlement and reconciliation shall
be conducted in accordance with
current federal regulation 7CFR 274.12
and future Federal regulalions as
updaled throughout the Term of the
Contract and the most recant version
of the USDA FNS Operaling Rules for
WIC EBT dalad Septamber 2014 or
most recent version.

H.1.3

The WIC EBT systsm shall operate on
a twenty-lour (24) hour processing
cycle.

Hi4

At a designated cutolf time each day,
the Conlractor shall close out the
current processing day and commence
the next processing day.

H1.5

The specilied culolf ime shall allow
the Conlractor sulficient time to
originale ACH paymenis for next
business day settlement.

H.1.6

To support the seltlement funclion, the
Contractor or its designated financial
institution shall have an osiginating and
receiving membership in the national
ACH natwork.

Guam DPHSS WIC Rev 01 8.2 20
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HA7

In order to promote the acceptance of
EBT transactions, the Contractor shall
be required to provide evidence of its
own or its designated financial
inslitution’s ability to fultill the
settiement obligations specified in this
Coniracl and shall comply with
applicable USDA FNS Opaerating Rulss
for WIC EBT dated Septernber 2014 or
most recent version concerning an
Issuer’s ability to meet its settlement
abligations.

DPHSS 20.014)

H.1.8

Evidence may be in the form of
financial statements, bonds,
guarantees or pther assurances,

H.1.9

The Contraclor shall recommend
procedures and reporis that shall
enable the Consortium members their
reconciliahion and settlement
verilication process to be as smooth as
possible.

H.1.10

WIC Benefit Data Files

H.1.10.1

The WIC EBT system shall veniy that
all message data benefit
issuanceivoids senl from HANDS are
processed and poslaed to EBAs in the
EBT dalabase.

H.1.10.2

The WIC EBT system shall verily
issuance by Category, Sub-Calegory
and UOM and verify issuance for both
current and {uture months® benefits.

H.1.10.3

The WIC EBT systam shall provide
return message data to HANDS,
nobilying the alfected user of any
detected anomalies in issuance
reconcitialion via alert and/or report.

H.1.10.4

The WIC EBT system shall iransmit a
daily file to HANDS thal provides a
detaited record of all benefit
redemplion aclivity.

H.1.105

The information transmitted shall be
based on the WIC EBT system
processing day or a hme frama
specilied by the HANDS Consortium
during system design.

H.1.10.6

The daily file shall include the
following:

H.1.10.6.1

A full historical account {audit trail) of
the transaction and the information
(e.g., dale, time, UPC/PLU, category,
sub-category, unit ol measure, flem
description, banefit bagin date, beneli
end date, vendor number, vendor
terminal, vendor peer group,
originating clinic ID) that was current
and used at the tima of the transaclion;

Guam DPHSS WIC Rev 01-30.2021

Page Vof 117




Online Elecironic Benetits Transfer Processing Senices

Etiension Agneement
Betwevn Guam DPHSSAWIC and CDP
Arizona HANDS Consunium

H.1.10.6.2

Reaversals ar voids as two (2) separate
transaclions, the original lransaction
and the subsequent revarsal or void:

DPHSS 20.014)

H.1.10.6.4

Transaclions with discounts and
coupons as spacified in the TIG; and

H.1.10.6.5

Transactions using multiple Banelit IDs
or where redemplion straddles the
Subcategory code and broadband
Category code; the WIC EBT system
shall repart full transaction defails for
each ilem redeemad.

H.1.11

Expired and Expunged Benelits

H.1.11.1

The WIC EBT system shall transmit a
daily file to HANDS that provides a
detailed racord of all expunged
benelils.

H.i.11.2

The WIC EBT system shall expunge
benefils altar their expiration date.

H.1.11.3

The information transmitied shall be
based on the WIC EBT system
processing day or a lime frame
specified by the HANDS Consortium
during system design.

H.1.12

Account Reconciliation

H.1.124

The WIC EBT system shall reconcile
each EBA and all WIC EBT dalaon a
daily basis.

H.1.12.2

For the EBA, the EBT system shall
varily that each Category/Sub-
Category units {rom the previous end
of the pracessing day is equal to 1he
unils at the beginning of the
processing day plus the nat sum of
benelils crediled and debiled as
cortained in the transaction history
delall lor that processing day.

H1.12.3

For all WIC EBT dala, the WIC EBT
syslem shall verily that the quantily of
each Calegory/Sub-Category end ol
the processing day net posilion is
equal to the quanlity al the beginning
ol the processing day plus the nel sum
of benelits credited and debiled as
coniained in the transaclion history
detail for thal processing day.

H.1.13

Seltlement Reconciliation

H.1.131

The WIC EBT syslem shall reconcile
the dollar value of the business day
transactions against the lunds satlled
to each WIC vendor, ils designated
agent and TPPs, as applicable. This
shall be done by:

Guam DPHSS WIC Res 04-10-2021
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H.1,13.1.1

Validating that the sum of the amounts
pald to WIC vendors, designated
agents and TPPs, as applicable, is
equal to the lolal paymenis calculated
as due to these entlies; and

DPHSS 20 0141

H.1.13.1.2

Providing audit reports. autormnated and
on-demand, demonsirating lhe sum of
payment aclivities made to WIC
vendors, ils agencies and TPPs, as
applicable, and in tola). This includes
credits, debits and any other
settlement activilies.

H1.13.2

It any anomalies are delected tha WIC
EBT systam shall provide an alert cra
report to nohify users of errors in the
settlement process within twenty-four
(24) hours of detecting the error.

#H.1.133

Setilement errors shall be corracted
within in accordance with timeframes
set forth in the WIC EBT Operating
Rules.

H1.134

The Contractor shafl also provide the
Consortium member with the
corrective action to be taken and the
appropriale tools 1o correct errors in
the setlfement process.

H.1.14

Daily Settlement

H.1.14.1

The information generated during
systern cutoff and balance processing
shall be used by the Contractor lo
generate the daily seltlement files.

H.1.14.2

The seltlernent process shall conform
io the National Aulomated
Ciearinghouse Assacialion (NACHA)
Operating Rules and Guidelines
wherever possible.

H1.14.3

The WIC EBT systiem shall initale
seltlement to WIC vendors, designated
agenls and TPPs.

H.1.14.4

The Coniraclor shall own and reconcile
a clearing account {or daily seltiement
and shall create an ACH transaclion to
move funds from the WIC EBT
setilement account to the appropriate
WIC vendor, designated agent or TPP
financial institution account.

H.1.14.5

The WIC EBT system shall calculate
the amount due to each WIC vendos,
designaled agent or TPP based on
transactions approved to that enlity
within the selflemant window and
reimburse WIC vendors for the sale of
approved food items purchased al
either the requested lfoed item price or
the NTE price, whichaver is fower.
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H.1.14.6

The WIC EBT systern shall initiale
settiement lo direcl conneact WIC
vandors or designated agents on the
next business day.

DPHSS 200141

H.1.14.7

The WIC EBT sysiem shall transmit
ACH transactions to its bank on a daily
basis to meet the perdormance
standards for seltiement.

H.1.14.8

The Contractor shali attempt 1o pay
unsettled funds first to the original
payee and if unsuccessful, shall raturn
funds to the Consorlium member.

H.1.14.9

Contraclor shall nolify the Consostium
member of funds to be translerred that
day for government authorization prior
lo executing settlement.

H.1.14.10

Each Consorlium member reserves
tha right to designate the window for
nolification, which shail be during
normal business hours.

H.1.14.11

Payments transmitted {o tha financia!
institutions of WIC vendors, their
designated agents or their TPPs shall
be reconciled lo the settlement bank's
report of paymenls submilted lo the
Federal Reserve tor the HANDS
Consortium.

H.1.14.12

The WIC EBT syslem shall comply
with FNS policy for unsettied funds
{i.e., ACH reject).

H.i.15

Audits

H.1.15.1

The Contractor shall submit an annual
audil repodt in accordance

with Statement on Standards for
Alteslalion Engagements (SSAE) No.
16, Reporting on Controls al a Service
Organization lo the PPM within 30
calendar days of ADHS's fiscal year
end on June 36,

H.1.16

1099s

H.1.16.1

The WIC EBT system shall generale
and remit 1099s to participating direct
connect vendors or their corporate
authonty, following the campletion of
each cafendar year,

H.1.16.2

The vendor agresments between the
WIC vendor, the TPP and the
Contracior shall delingates who
receives the 1099.

H.1.16.3

The Conlractor shall mail WIC vendor
their 1099 utilizing standard mail.

12.1.8. Web Portal, and
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Requirement

Meet
Requirement
{Y/N)

Commants

Web Portal

1.1

Usear Security Proliles

1114

The WIC EBT system shall allow the
definition of user proliles based on the
user's job requirements (role based
secunty),

1144

Each user shail be assigned a specifc
user prolsle.

11112

The number of required user profiles
shall be parameter driven and shallbe

1.1.1.1.3

sPecified by Consortium member.
The WIC EBT system shall alow the
Consorium member's authOnzed or
idenhfied user the capabilty 1o set up
new ysers, change user passwords.

and assi9n user Profiles.

.1.1.14

Access {0 System Fungions

.1.1.1.4.4

The WIC EBT system shall provide
contrals 1o limit and manage user
access lo spacific application
functionalily and data to include PIN
selection devices at clinics. Ata
minimurm, the WIC EBT system shall
abide by the following rules:

.1.1.142

The Consortium members’ WIC EBT
sacutity administrator(s) shall be able
lo manage user access at mulliple
levels;

1.1.1.1.43

All users shall be establishad in the
system with unique idenlfication;

1.1.1.14.4

User passwords shall not be displayed
on terrninals or monitors;

.1.1.1.4.5

The system and Consortium member
data are not available to unauthorized
users;

L1.1.1.4.6

System Securily: User Accounts and
Sessions Requirements

4.6.1

1119,

The system will have automalic
session timeouts and accounts are set
lo lockoul based on three (3)
unsuccessful login alempis.

4.6.2

1.1.1.1.

The automalic session timeouts or
session lockout policy executes dua lo
inactivity untt the user reeslablishes
access.

4.6.3

Ly.1.1.

I the user does not reestablish access
within the specilied limit of time, the
system drops the session,
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4.64

L1.1.4,

in addition, the system shall limit
consecutive invalid logon attempts by
a user and automatically lock the
account until released by an
administralar,

DPHSS 20014

4.6.5

1.1,

User accoun! password resatling
procedures raquire that the user call
the Contractor's Help Desk.

4.6.6

l.1.1.1,

The system will automaltically disable
inactive accounts after 120 days of
inaclivity.

46.7

1.1,

The WIC EBT system shall aliow
deaclivation of users no longar
authorized by the HANDS Consortium;

4.6.8

1.1.1.1,

The WIC EBT systern shall require a
password resel every ninsly (30) days.

4.6.9

L1.1.1,

The HANDS Consortium WIC EBT
security administrator(s) shall be
notified of any user that is inactive for
four {4) months (120 days)
{conligurable period of time);

.1.1.1.5

The Contraclor shall collect logs from
all systems that procass or store dala,
this shafl include for each transaction:
lype of event, date and lime, user

identificalion, and machine identifiers.

11.1.1.5.4

The Contraclor shall log and monitor
the fallowing events for each server:

1L1.1.1.5.1.1

Sarver stadup and shutdown;

1.1.1.1.51.2

Accountl creation, mod_il'ication. or
deletion;

11.1.1,5.1.3

Loading and unloading of services;

1.1.1.5.1.4

Installation and removal ol software,

11.1.1.51.5

System exception, alerts and error
messages;

11.1.1.51.6

Object level logging;

<< l<|<|< [<

1.1.1.1.51.7

Usage information (e.g., number of
sessions occurring in a cerlain period);

-

i.1.1.1.5.1.8

User logon (failed and successiul) and
logoff;

.1.1.1.5.1.8

Client requests and server responses;

L11.1.5.11

Access 1o critical or
confidential/resiricted information and
systems;

11.1.1.5.11

Modifications of privileges and access
controls, and

11115141

Modilications to securily policies.

.1.1.1.5.2

The Contractor shall collect the
Iollowing transactions lor sach
applicalion;

1.1.1.1.5.2.1

Maditications to the application;
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i.1.1.1.6.2.2

Application failures

DPHSS 20-0131

1.1.1.1.5.2.3

Application exceptions, alerts and error
messages;

1.1.1.1.5.2.4

Accoun! creation, modification, ar
delelian;

1.1.1.1.5.2.5

Account sign on (failed and successful)
and sign off;

< < |« |<

1.1.1.1.5.2.6

Access/changes to crilical or
confidential/restricted inforration;

<

111.15.27

Modifications ol privileges and access
controls; and

1.1.1.1.5.2.8

Madilications to security settings.

1.1.1.1.5.3

The Contractor shall log the following
transactions for each fisewall:
Malicious traftic; Denied Connections;
Accepted conneclions; and Abnorma!l
Tralfic.

.11.15.4

An audit trail of user access to the WIC
EBT systern shall be mainiained that
includes: Type of event, Date and time,
Securily token, User name, and WIC
EBT syslem user iD.

11.1.1.5.5

The Contractor shall relain logs as
follows: Web Server Logs {lIS): fory-
live (45) days; Exceplions: thirty (30}
days; and All other events and
fransactions: six (6) months.

1.2

Request ACH Paymeant

1.1.2.1

Provide for a file-based interface to
aliow tha Consortium member to make
a payment or adjustment to a WIC
vendor, designated agent or TPP
oulside the normal course of
settlamant;

Allow only authonzed users to initiate a
reques! for an ACH payment;

1.1.2.3

Provide a daily report that provides all
payments requesled by authorized
users thal are oulside the normal
settlement process and payments
initiated by Ihe Conlracior.

Formula Disiribution

1.1.3.1

If a Gonsorbium member elects lo
implement direct distribution of
formula, the Contractor shall work with
the Consortium member to develop a
method lo reconcile benelis {o the
household and cardholder level and
develop a methodology 1o support
payment to the lormula provider
lhrough the EBT ACH process.

Add ar Update Local Agency and

Clinic Data
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The WIC EBT contraclor shall allow
authorized users 1o add or updale local
agency and clinic data to support the
distribution and replacement of cards,
card sleeves andior PIN selastion
devices and reporting at the local
1.1.4.1 agency and/or clinic leval. Y

1.1.5 Search EBAs

The WIC EBT system shall allow
authonzed users to search EBAs by
name, HANDS household 10, PAN, or
EBT account numbar lo access

1.1,5.1 account, benelit, or transaclion history. Y

At a minimum, the Web Portal shall
provide screen navigation from
account screen to transaction history
.1.5.2 and card history for that account, Y

The Web Portal shall provide a history
of all account aclivity to inctuda credits,
debits, card changes (issuance,
replacement, and card status

[.1.5.3 changes), and PIN changes. Y

EBA search resulls shall be sortable
by name, household iD, PAN or EBT
i.1.5.4 account number. Y

1.1.6 Search WIC Vendors

The WIC EBT system shall allow
authorized users lo search for WIC
vendors by vendor name, or vendor D

1,1,6.1 lo access vendor lransaclion history. Y
1.7 Food ltern Changes
i.1.8 Web Portal Navigation

Al a minimum, the transaction set
supporied through the EBT web porat
funclionality at tha WIC Program fevel
1.1.8.1 shall include:

Functlionalily lo allow users lo view
EBT househotld account information
[.1.8.1.1 and provide links to transaction history; Y

Functionality lo allow users to conduct
fiter queries inlo redemption aclivity
and the ability fo print and export dala

1.1.8.1.2 resulting from a filler query; Y
Access to a minimum of three (3)

1.1.8.1.3 yaars of hislorical data; Y
Search for an EBA by using a PAN,

.1.8.1.4 HANDS 1D, or cardholder name; Y
Search the UPC/PLU list and sort and

1.1.8.1.5 lilter by Category and Sub-Category; Y
Navigate between queries, including

1.1.8.1.6 between the following: Y
Between WIC vendor and transaclion

L1.8.1.6.1 | history queries; Y
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From summary 1o detail and from

1.1.8.1.6.2 | detail lo summary; and Y
From reconciliation o exception
1,1.8.1.6.3 reports, Y

Execute data requests lor off-line data
and provide such data within two {2)

1.1.8.1.7 business days of the request: Y
Access lo applicable reports for
l.1.8.1.8 authorized users. Y

Tha WIC EBT system shall allow
detailad gqueries into household or
cardholder redempiion aclivity and
provide print and export functionality
thal does nol negatively impact system
1.1.8.1.9 response lime. Y

1.1.9 Additional Functions

Other web porial functions mentioned
within this Scope of Work include, but

11,91 may no! be limited 1o, the following: Y
View and download the
1.1.9.1.1 Calegory/Subcategory (Sectian C.1); Y

View and download the UPC/PLU
table and set aclivation/dsactivalion

1.1.9.1.2 dates for UPCs/PLUs {Section C.2), Y
View and download the APL {Section

1.1.9.1.3 C.3); and Y

.1.9.1.4 Access reports (Section J.1). Y

12.1.9. Reporting.

Meet
# Requirement Requirement

(Y/N) Comments

Reparting

J.1

The Contractor shall accommodate

the informalional needs of the

HANDS Consorium and USDA

J.1.1 FNS in ils reporling package. Y

The Contraclor Is therelore required
lo provide a comprehensive
J.1.1.1 reporing package. Y

The Contraclor shall provide a cost
effective combination of
administrative tunclionality,
electronic dala files, standard
reports, and ad hoc reporting
J.1.1.2 capabililies. Y
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To support the WIC reporting
requiraments, the Contractor shatl
be required to meet, at a minimum,
the raporting requirements outlined
in the WIC Functional Requirements
Document for a Mode! WIC
Information System with EBT
{FRED-E), Version 2008 2.0,
Saction 3.12 - Reporting,
September 2008 or the most recent
version of this document.

UFHM ZUU148

J.1.2.1

The Coniractor shall be required to
provide all reports in FRED-E,
Version 2008 2.0, Section 3.12,
Exhibit 3-13 with a checkmark in the
EBT column.

J.1.2.2

Standard reporis shali be formattad
using standard ANSI carriage
cantrols to enable printing.

J.3.2.3

WIC reports shall include data on
card issuance, benelit issuance,
redemplions, and expirations by
Calegory, Subcategory, and UPC,
UOM {ounces, pounds, etc.)
quantily, cost, discounts, and NTE
adjustments.

J.1.2.4

The reporting systemn shall produce
WIC information at the Consorlium
member and local WIC
agency/clinic levels.

J.1.2.5

In applicable repors and where an
item price exceeds the NTE price,
reports shall inciude inlormation on
item price requested and item price
paid.

Any changes to reports require two
(2) weeks advance notification to
the HANDS Consortium,

J.1.3.1

The Contractor shall only change
raports when initialed with HANDS
Consorlium approval.

J.1.3.2

The Conlractor shall provide access
to the EBT system data for ad-hoc
reporls or recommend an
alternalive solution.

Standard querias and custom
reporis built for any other WIC Slate
Agencies shall be made avaitable to
the HANDS Consortium as a
slandard query al no cost o the
HANDS Consortium provided that
the query doas not require any
additional data lo be addad to the
existing dala model.
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The WIC EBT system shall adhere
to the following requirements
concerning acknowladgement of
balch files:

I HYS 200141

The WIC EBT system shalt transmit
a confirmation to HANDS that a
baich file was received;

J.1.5.2

Tha WIC EBT system shall lransmit
batch leve! errors fo HANDS;

J.1.56.3

The WIC EBT system shall transmt
detail record errors to HANDS;

J.1.5.4

The WIC EBT system shall accept a
conlirmation from HANOS that a
batch file was received,;

J.1.5.5

The WIC EBT systemn shali accepl
batch leve! error reports from
HANDS; and

J.1.5.6

If the WIC EBT system transmits a
batch with no records, the batch
shall indicate that no action is fo be
taken by HANDS,

Daily Activity Fila:

J.1.6.1

For each Consortium member, the
WIC EBT system shall provide a
comprehensive set of daily account
activity files to the applicable
Consortium member's iteration of
HANDS,

J.1.6.2

The activity file shall contain alf
fransactions or account aclions
initiated by the Consodium member
via real-time online messaging or
batch fite transters during an EBT
processing day.

J.1.6.3

The activity lile shall also contain
transactions initiated by the
applicable Consortium member's
local WIC agencies/clinics, initialed
on behalf of the Consortium
member by the Contractor (i.e.,
account adjustments) or initiated by
cardholders at WIC vendor
tocations.

J4.1.6.4

The daily aclivity lila shall be based
on the processing day oron a
twenty- four {24) hour time frame
speciflied by HANDS Consortium
members during system design.

J.1.6.5

The files shall provide detail on
every transaction that impacts an
EBT account balance or account
status. The reporis shall show:
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J1.6.5.1

The iterns and amount of the
transaction (i.e., account aclion);

DPHSS 20°013)

J.1652

Type of transaction (including but
not limiled to issuance, banelit
redemptions, repayments,
expirations, adjusiments, lransiers,
voids, reversals, unapplied
iransactions, and any other
transaction types);

J, 1653

Dale and time of transaction, and
who og‘giﬂated the transaction;

J.1654

Adjustmanis to benefils requested
by HANDS and compleled by the
WIC EBT system,

J.16.55

Transactions with discaunis and
coupans; and

J.1.656

Transaclions using multiple benelit
programs or where redemplion
slraddlas the sub-Categary code
and broadband Categoery code shall
report details for each item
redeemed.

J. 1.7

WIC Daily Reconciliation File

J1.7.1

The WIC EBT system shall provide
a daily Reconciliation Report lo
HANDS.

J.1.7.1.1

This report shall pravide a proof of
reconcillation by program type (if
additional programs are added to
the WIC EBT platform).

J.1.7.1.2

This repont shall reflect program
totals beginning with the current
seitlement, reduced by the previous
suspense, increasad by the current
suspense to arrive al the daily
raconcilialion.

J.1.7.2

Prior to making any change in
reconcilialion reports, processes or
data displays, eic., the Coniractor
shall provide a minimum of ninely
(90} calendar day advance notice to
tha HANDS Consortium.

WIC Daily Benelit Expiration and
Expungement Fila

The WIC EBT systam shall provide
a daily Expiration and Expungement
File, indicating the benelits axpired
and expunged from the WIC EBT
sysiem each day.

WIC APL File
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J.1.9.1

The WIC EBT system shall make
the APL, including the current UPCs
and/or PLUs, available to WIC
authorized vendors for download at
a specific lime each day.

DPHSS 10 0140

J.1.9.2

The WIC EBT system shall allow
WIC vendors to automate the
download of the APL or lo reguest
the APL on-demand.

J.1.93

The WIC EBT system shall provide
authornized users with viewing
access lo the APL source data.

J.1.9.4

The APL shall not contain NTE
price dala.

J4.1.9.5

The APL e shall conform to the
ANSI X9.93 V4 type 2
specilications, or most recent
version.

J.1.10

WIC ARF

J.1.10.1

The WIC EBT system shall make
each TPP and direct connect WIC
vendor's aulo raconciliation file
{ARF} avallabte for the applicable
TPP and WIC vendor to downioad.

J.1.10.2

The ARF shall be generated for
each processing day that a
transaction was received fram the
WIC vendor and shall be made
available al a lime specilied by the
WIG vendor and agreed upon by
the Consortium members during
syslem design sessions.

J.1.11

Banking Dala Files

J 1111

The WIC EBT system shall
generate banking dala liles that
conlorm {o the National Automated
Clearing House Assacialion
{NACHA) lo initiate ACH payments
to WIC vendors as defined in the
current version of the WIC EBT
Universal MIS/EBT tnlerdace
documant.

4.1.12

Daily Setilement Amount

J.1.12.1

The Contractor shall provide a Daily
Setitement Amount report
conlaining the dale, dollar amount
cleared {debits), dofar amouni of
credits, and lolal dally lunding
amount required.

J.1.12.2

The Contractor shall provide the
raport in alternative media such as
email and/or {ax.

J.1.12.3

The report shall be provided at a
time agreed upon belween the
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Consortium member and the
Contractor.

J.1.12.4

This report shall allow the
Consortium members lo ensure
suflicient junds are available for the
day's settlement to WiC vendors,

J.1.13

Termina! Activity Report

J.1.13.1

Tha WIC EBT system shall provide
daily and monlhly terminal summary
reports that show all transaclions
resulling in funds being moved (i.e.,
settled) 1o sach WIC vendor.

J.1.13.2

The repon shall list at a minimum
the transaction type, dollar value,
adjusimenis for discounls and NTE,
balance inquiries through ARU,
transactlion date, settlement daile,
WIC vendor and terminal identifier.

J.1,13.3

The reports shall provide seltiement
tolals for each anlity for which lunds
are o ba moved, as wel! as
suspense lolals, i any, for
lransaclions that shall not be setlled
_unlil the next processing day.

J.1.13.4

The report shall Include totals at the
terminat level and WIC vendor leve),
including a summary total for the

WIC vendor for the seltiemen! dale.

J.1.14

Transaction Profile Report

J.1.14.1

The WIC EBT syslem shall provide
a monthly summary of WIC vendor
transactions by benelit type and
transaction lype, {reversals, vaids,
batance inquiry. adjusiments, elg.).

J.1.15

Stand-Beside Terminal Transaction
Profile Report

J.1.156.1

Tha WIC EBT sysiem shall pravide
a stand-beside terminal report thal
shall provide a summary of all
lransactions iniliated by a stand-
beside terminal by type and valus.

J.1.16

WIC Vendor Activity Summary
Report

J.1.16.1

The WIC EBT syslem shall provide
a dally Vendor Activily Report.

J.1.16.2

This report provides all WIC vendor
settlement aclivity on each calendar
day, including the lotal setllement
minus lhe previous suspense plus
current suspense resuits.

J.1.16.3

This report shall include database
activities for areas such as
adjustmanis, voids and reversals,
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which shall agrae wilh the daily
aclivity file,

J.i47 Daily ACH Activity Repori v

The Daily ACH Aclivity Reporl
identities all WIC vandor,
designated agent and TPP deposils

J.1.17.1 for each business day. Y
4.1.18 Expired Benefits Report \'
The WIC EBT system shall provide
a daily Expired Benefils Repor that
includes a summary of the benefits
axpired from accounls that day by
J.1.18.1 Category/Subcaleqory. Y
J.1.19 Settlement and Clearing Report Y
The Contraclor shall provide a daily
J.1.19.1 Settlement Report. V4

This report shall provide at a
summary level the total funds that
sattlad for the procaessing day by
J1.19.2 benefit type, and required funding. Y

This teport shall balance 1o the
totals from the Daily Terminal

J.1,19.3 Activity Reports. Y
Adjustment Audit Transaclion Detait
J4.1.20 Repor Y

The WIC EBT system shall provide
a daily Adjustmenl Audit
Transaction Detail Report that
provides details on all adjustment
transactions conducted within each
J.1.20.1 business day. Y

The WIC EBT Conlractor shall
pravide the following informalion for
each unsetifed payment returned to
the Consortium member: transker
type, lotal amount, attesnpted
seltlement date{s), WIC vendor
name, WIC vendor number, and
bank account number (including the
J.1,20.2 ABA bank number). Y

The Contraclar shafl provide any
additional data elemenls may be
required il FNS issues wrillen

procedures to address unsaltled
J.1.20.3 funds. Y

The WIC EBT Contractor shall
provide informalion on the second
J.1.20.4 allempts at settlement. Y

J.1.21 Billing Report Y

The Contractor shall provide the
Consortium member with billing
4.1.21.1 reports in an electronic format. Y
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J.1.21.1.1

Billing reporls shall substantiate the
monthly biliing for EBT services.

DPHSS 20 D14}

J.1.21.1.2

The bitling reports shall include
detall inJormation lo allow the
Consortium member o validate the
monthly invoice for WIC EBT
sarvices.

<

J.1.22

Rekate and 798 Reporting

=<

J.1.22.1

The WIC EBT system shall provide
data lo support the creation ol
rebate invoices and FNS 798
reports wilhin HANDS.

-

J.1.23

Card and PIN Reports

J.1.23.1

The WIC EBT implementalion and
Processing Services Conlractor
shall pravide a sel of daily reporis
including:

J.1.23.1.1

Daily invalid card atternpt report;

J.1.231.2

Daily card issuance/re-issuance
repor;

J.1.23.1.3

Daily card status report;

J.1.23.1.4

Daily lost, stolen or damaged card
report; and

J.1.23.1.5

Daily mailed cards repon.

J4.1.23.16

In addilion, the Contractor shal
pravide the loliowing monthly
reporis:

J.1.23.1.6.1

Monlhly invalid PIN attempls repor;
and

J.1,23.1.6.2

Monthly fransaction denial summary
repor (statistical data).

J.1.24

Fraud Detection Aeporis

J.1.24.1

The Contractor shall provide a set
of fraud reports that shall help the
HANDS Consortium manage and
delect fraud.

J.1.24.2

Fraud detection reports shall
include high risk WIC vendor
reporing.

J.1.24.3

At a minimum, fraud detection
reports shall include:

J.1.24.3.1

WIC vendors that repeatedly
request food item purchase prices
al or above lhe NTE;

4.1.24.3.2

WIC vendors that have muftiple
WIC transactions within a shorl
period of time;

J.1.24.3.3

Purchase transactions for an even
dollar amount;

J.1.24.34

EBAs with frequent card
replacements; and

Guam DPHSS WIC Rev. 01-30-2021
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J.1.24.3.5

WIC vendors that manually enter
the card PAN.

-

DPHSS 2110141

J.1.25

Bateh Processing Report

J.1.25.1

The Centractor shall provide a daily
Batch Pracassing Repont that
includes the number and types ol
balch liles received and processed.

J4.1.25.11

The Balch Processing Report shall
include a summary report by file
transmission that provides a
confirmation for the processing ol
the batch file(s),

J.1.25.1.2

The summary report shall contam
summary verification data, including
ihe tolal number of records received
in the batch and the number of
records by record lype (e.q.,
number of add, change, and delets
records).

4.1.25.1.3

The report shall contain a summary
of the processing of the
lransmission {i.e , number of
records accepled and number of
records rejecled).

J.1.25.1.4

The Contractor shall submit batch
confirmalion reporis to the
Consortium member within one (1)
hour of receiving the lile,

<

J.1.26

Baich Exceplion Report

J.1.26.1

Tha Contractor shall provide a daily
Baich Exceplion Report for each
Consortium member, as applicable,
for all batch hies received by the
Contraclor.

4.1.26.2

Batch Exception Reporis shall
contain a listing of all records
received within a baleh, which were
not processed by the WIC EBT
systern, and vernification of the
compansan of reports to prevent
duplicate ites and records.

J.1.26.3

Each record included on the
exception report shall have a
corresponding reason code
indicating the cause of tha rejeclion.

J.1.26.4

The Contraclor shall submit Batch
Exception Reports and/or records to
the HANDS Consortium within one
{1) hour of receiving the fila.

<

1,27

Monthly Activity Summary Reports

Guam DPHSS WIC Rev 01.30-2021
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J.1.27.1

The Contractor shall provide a
monthly summary report of
transaction aclivity on the WIC EBT
sysiem &t the Consorium member
and local WIC agency/clinic level,

DPHSS 200131

41.27.2

Statistics provided shall includae, al
& minimum, transactions perormed
by beneiil type (il muiliple programs
ara Implemented), lransaclion type,
the number of active EBAs on lhe
system, number of active cards an
the system, and the number of
cards issued and the number of
cards replaced during the month,

J.1.28

Product Ulilization and Food Cost
Repors

J.1.28.1

The WIC EBT syslem shall provide
standard food analysis reports
including:

J.1.28.1.1

Daily and monthly number of food
producls issuad by

Calagory/Subcateqory;

J4.1.28.1.2

Daily and monthly number of food
products purchased by
Calegory/Subcategory;

J.1.28.1.3

Daily and monthly number of food
products expired by

Category/Subcategory;

J.1.28.1.4

Daily and monthly lolal cost of Jood
producls by Category/Subcategory
and by WIC vendor pasr group;

J.1.28.1.5

UPC changes repor including both
updales and changes to individual
UPC codes as well as updales

made on a more widespread level;

J.1.28.1.6

Daily and monthly food products
sold at above average sales rates;
and

J.1.28.1.7

End ol day database balance
exception reports.

J.1.29

Ad Hac Reporting

J.1.25.1

The WIC EBT syslem shall support
user Initfated Ad Hoc reporting,

J4.1.29.1.1

Multiple cutput options shall include
POF and MS Excel.

J.1.28.2

Daily and monthly lood producits
issued by Calegory/Sub-Calegory.

J.1.28.3

Daily and monthly food praducts.
purchased by Calegory/Sub-
Calegory,

J.1.29.4

Daily and monthly food products
expired by Category/Sub-Calegory.
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Daily and manthly cast of lood
products by Category/Sub-Cataegory

J.1.285 and by WIC vendor peer group. Y
Daily and monthly food producis

J.1.29.6 sold at above average sales rates. Y
End of day database balance

J.1.29.7 exception reporls. Y

12.2. System Operations Perlormance Standards

12.2.1. The Contractor shall, at a minimum, meet the performance standards
specified in Table (2) ~ Performance Standards as delined in the USDA FNS
Operating Rules for WIC EBT dated Septamber 2014 or the mos! recenl
varsion, for the WIC EBT syslem and delivery of WIC EBT services.

Table 2: Performance Standards

Operating Meet
[ Performance Performance Deficiency Requirement Comments
Standard (Y/N)

Direct Connect
Vendors: For direcl
connect vendors; the
WIC EBT syslem shall ] Failure of the syslem lo process a
process 99% of WIC WIC transaction wilhin twenty {20)

K1 transactions within saconds from tha painl of sending v
' lwenly (20) seconds the transaclion from the WIC
on a monthly basis vendor, 99% of the time on a
from the point of monthly basis.
sending the
transaclion from the
WIC vendor,

EBT Central Computer
Uplime. The EBT
Central Computer shall
be up and available
99.9% ol the
scheduled uptime,
iwenty-tour (24) hours
per day, seven (7)
days per week
measured on 3
monihly basis, in

K.2 | accordance with
pracessing
specificalions and
requiraments.
Scheduled uptime
shall mean the time
the database is
available and
accessible for
transaclion pracessing
and excludes
scheduled downlime

Failure ol EBT Central Computer
to be up and available 98.9% of
the schedulad uplime measured
oh a monthly basis,
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for routine
maintanance. The
EBT Ceniral Computer
consists of all systam
functions over which
tha Implementalion
and Processing
Services
Conlractor/Subcontrac
tor has direct control,
eithar directly or
through a
Subcontraclor
relationship.

DPHSS 20 014)

Transactions
Response: The WIC
EBT syslam shall
initiate a response o
an online transaction
raquest within two (2)
seconds from the lime
such raquest is
receved by the WIC
EBT system, 98% of
tha time on a monthly
basis. This does not
include dala
{ransmission time
between the WIC EBT
system and a TPP.
Scheduled downtime
shall be excluded
provided a minimum of
two (2) weeks' notice
is provided to all
network participants
prior to the scheduled
outage.

K3

Failure of the system to initiale a
response o a transaction request
within two (2) seconds from the
time such request is recaived by
the WIC EBT system, 98% of the
tirne on a monlhly basis.

System Uptime; The
WIC EBT system shall
have an upbme of
899.9% of the time, nol
including maintenance
{scheduled downlims}.

K.4

Failure of the system (o have an
uphme of 99,9% of the time nol
including maintenance {scheduled
downtime).

Acceplance of Dala or
Fila Transmissions.
The EBT system shall
be available to accept
K.5 [ files transmitted lrom
HANDS twenly-lour
(24) hours per day,
seven (7) days per
waek,

Failure of the EBT system ta be
available 1o accept les transmitted
from HANDS twenly-four {(24)
hours per day, seven {7) days per
week.

Guam DPHSS WIC Rev (11302021
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System Response
Times. The WIC EBT
systern shall process
all message based
system interface
messages from

K.6 | HANDS wilhin twenty
(20) secands from the
point of sending the
message from
HANDS, 99% of the
lime measured on a
monthly basis.

Failure to initiate a response to a
request to transmil or relrieve data
within two (2) seconds from lime
such request is received less than
99% of the time on a monthly
average basis.

(EogEE NI LS TRy

Scheduled Downtime.
Scheduled downlime
shall be scheduled
K.7 | dunng hours delined
by the HANDS
Consortium during
system design.

Scheduled downtime occurnng
oulside of defined hours on any
gwen month,

Scheduled Downtime.
Scheduled downlime
shall not exceed two

K8 {2) hours per month

Scheduled downlime exceeding
twa hours in ong month on any

The limeirame for
ACH settlemenl shall
K.9 | ba mel 100% of the
time measured within
a 30-day rolling
window,

unless other given month {unless agreed upon
timeframes are agreed | by lhe HANDS Consortium).
upon by the HANDS

Consortium,

Seltlament Timeframe.

Failure to mest timeframe for ACH
seltlemant window 100% of tha
time measured wilhin a 30-day
rolling window.

Sattlement
Discrapancies. The
WIC Prggram shall be
nolitied of selllament
or reconciliation
discrepancies within
twelve (12) hours of
discovery.

K.10

Failure to provide notice of
discrepancy within twelve (12)
hours of discovery.

Account Disputes,
The EBRT
Implemeniation and
Processing Services
Contractor shall
investigate and
completa WIC
Program or WIC
vendor initialed
disputes within ten
{10) business days of
the dale the

K.11

Failure to invesligale and complete
an adjustment within ten (10)
business days.

Guam DPHSS WIC Rev. 01-10-2021
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adjustment request is
initiated.
Transaction Accuracy.
No more than two (2)
inaccurate Failure to maintain an accuracy
K12 transaclions per every | standard of no more than two (2)
' 50,000 EBT errors per every 50,000 EBT
{ransaclions transactions.
processed by the WIC
EBT systemn.
Four-Digit Year
‘13 E;Tﬂﬁ‘:_'ggn 3;2‘:“’3 Failure lmt provide Imtlr-difgtil year
) compliant equipment, SDPDI'E'E' eqmpg}en ' f\o ware,
software and eliverabtes, and/or other services.
deliverables,
Availability of Benefils:
The WIC EBT system | ey 0 of the syslem 1o ensure
shall ensure benefits benali
K.14 | are available on their enghts_..are avallablq on the
e avaitability date and lime (12:00
availabilily date and AM} 100% of the lime
time (12:00 AM) 100% ° :
ol the tima,
Dispute Resolution;
The Contractor shail
List:::;: : :i;;ules Failure of the provider to resolve
Contraclor and the disputes belween the Conlractor
K.15 WIC vendor within and the WIC vendor within forty-
lorty-five (45) days of live {4!5) days of the dispute being
the dispute being submitted by the WIC vendor.
submitted by tha WIC
vandor,
ARU Answer Time:
The WIC EBT ARU
shall have an average | The ARU has an average answer
K.16 | answer time of less time of greater than fifteen {15)
than filtaen (15) seconds.
seconds, measured on
a monthly basis.
Abandoned Call Rate:
The panlicipant call
K17 center shall have an An abandoned call rate of greater
' abandoned call rate ol | than three percent {3%).
fess lhan three percent
(3%).
Busy Signal: The
Coniraclor shall Failure of Ihe provider o ensure
K.18 | Ensure that no calls to | that no calls to its user and help
. its user and help desks | dasks shall be mel with a busy
shall be met with a signal.
busy signal.

Guam DPHSSWICR O1- A @2 2
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Customer Service

Resolution: The Failure of the provider {o have an

Contractor shall have B5% rate ol resolution with the first Y

K.19 | an 85% rate of ; N
. . cuslomer service representative
resolulion with the first (CSR).

cusiomer service
representalive (CSR).

Optional: Mail Cards:
The Coniractor shall
mail cards no laler
than the next business | Failure of the provider to mail
day after receipt of & cards no later than the next

K.20 | card issuance request | business day alter receipt of a card Y
by an Arizona and the | issuance raguest 98% of the lime
Navajo Nation measured on a monthly basis.
cardholder 98% of the

time measurzd on a
monthly basis.

12.3. System Testing Requirements;
12.3.1. System Tesling,
12.3.1.1.  The Conlractor shali pravide the HANDS Consorlium with access o as
defined in section 12.3.2.1 for the duration of the SOLC. The Contractor
shall work with Arizana WIC IT to interflace the EBT Sysiem tesl
environments with the HANDS {est environments: and
12.31.2. The Conlractor shall pravide ten {10) stand-beside POS terminal and ten
(10) PiN seleclion terminals for testing transactions and clinic operalions.
Arizona WIC IT will coordinale with the Contraclor to configure the stand-
beside POS terminals and PIN selection terminals to specific test
environments.
12.3.2. Tesling Environmenis,

12.3.2.1. The Contractor shall provide the following lower lavel EBT System
environments:

12.3.2.1.1. Development,

12.3.2.1.2. Quality Assurance,
12.3.2.1.3. User Acceplance Testing,
12.3.2.1.4, Arizona Relailer,
12.3.2.1.5. American Samoa Retailer,

12.3.2.1.6. CNMI Retailer,
12.3.2.1.7. Guam Retailer,

12.3.2.1.8. Navajo Nation Retailer,

12.3.2.1.9, Arizona Training,
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123.2.2.

123.2.3.

12.3.2.4.

12325,

12.3.2.1.10.
1232111,
12.32.1.12.
123.21.13,

DPHSS 20-0141

American Samoa Training,
CNMI Training,
Guam Training, and

Navajo Nation Trasning.

The Contractor shall refrash lhe database upon request by the HANDS
Consorium with five (5) business days nolice;

All environments raquire access lo the Galeway for relail {ransaction

processing:

The UAT environmant requires interfaces with the Parlicipant Portal and

IVR; and

Provide ten (10} POS terminals with PIN Pads, which connect lo the

Gateway.

12.3.3. Cperations Tasts,

12.3.3.1.

12.3.3.2.

Guam DPHSS WIC Rev. 01-30-2020

Life Cycle Testing:

123311,

The Contractor shall pravide system technology life cycle
testing services for the duralion of the Contract. The
technology life cycle system tas! approach reguires that
the WIC EBT system, including any changes made lo the
WIC EBT systam during the Conlract period, shall be
properly tested prior to being iniroduced inlo the
produclion environment. The Contraclor shall be required
to mest the FNS system tesling requirements, including
the User Acceptance Tesling (UAT) requirements,

Caontingency Testing;

12.3.3.2.1.

Contingancy planning and testing ensures that essential
(mission-crilical) EBT operations shall continue il normal
operations are disrupted a) either the Contractor's ar the
HANDS Consortium's primary sile.  The HANDS
Conserlium has a fail-over site and requires that
Contractor establish a fail-over sile, with full computer
syslems and complete or near-complete back-ups of user
data, for continued operations in case ol faifure at the
primary operations site. The Contractor shall also specily
the amount of time (length of oulage) expecled o move
operations back to the primary syslem fram the fail-over
system. The HANDS Consortium also requites an
escalalion process that includes notification of the
HANDS Consortium WIC Program Project Manager or
designaled stali. Post-incident recovery procedures and
responsibilities are also required lo facilitate the rapid
restoralion of normal operations at the primary site ar, if
necessary, al an altemate facility, lollowing deslnuclion,
major damage or ather significant intarruptions of the
primary site, During the operalions phase, business
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coplinuity and fall-over testing for each Consortium
member system shall be conducled once per year. If
necessary, an additional est may be requesled during a
given year, with testing not to exceed two {esls in one (1}
year,

12.3.33. Performance (Stress) Testing;

123331,

The purpose of this test is to ensure that there Is sufficient
capacity within the WIC EBT system to handle tha
expected volume of transactions from WIC vendors
transmitling thelr WIC transactions to a central database.
The Contraclor shall use resuits from the stress lest to
lormulate a sysiem capacity model lo determine the
appropriale hardware and soltwars requirements and
configuration so lhat the WIC EBT syslem can
accommodate the anticipated lransaction volumes.
Perdormance (stress) lesling shall be conducted for the
initial implementation of WIC EBT for the Arizona WIC
Pragram. The Arizona WIC Program will provide the
expected resulls ol the performance lest (The Arizona
WIC Program will consider the use of production dala of
current clients for this test). Performance (stress) testing
shall not be required for subsequent Consorlium member
implemantations,

12.3.34. Security Control Testing; and

12.3.3.4.1.

The Contractor shall utilize an autside third party auditor
1o conducl security audils annually showing compllance
with security terms of the Coniract. The Contraclor shall
provide the auditor{s) with administralive access lo the
EBT system. Upon request from the HANDS Consartium
provide the results of those assessments/audils, including
actions taken to address findings. The audits shall be
conducted by qualified parlies Independent of the
Contracior's IT organization. The audit and subsequent
repont may be conducted for the HANDS Consortium as
a whole, and

12.3.35.  Vuinerability Testing.

12.3.3.5.1.

12.4. Security Requirements;

12.4.1. Secwrity Slandards,

Guam DPHSS WIC Rey 01-10-2021

At leasl once per year, the Coniraclor shall perform
vulnerabilily lesting (assessment) on the WIC EBT
system. The wulnerabikly assessment shall test the
system to locale, diagnose, and correct areas of
weakness that might make it susceptible in times of crisis,
atlack, or destabllization. The Conlractor shall provide
the HANDS Consortium with a summary report of the
results of the vulnerability assessment and any correclive
actions that need 1o be laken. Vulnerabilily testing shall
be conducted for each Consortium member
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12.4.1.1.

12.4.1.2,

Security of the State's WAN and LANs are of utmost importance lo the
State of Arizona. In order lo assure securily from a personnel and
operations parspeclive, Conlractor shall comply with all requirements, in
their entirely, as described in the statewide enterprise architeclura, and
statewide information Technology security policies, slandards and

procedures: hitps://aset az gov/resources/policles-standards-and-

rocedures: and

in some instances, Conlractor personne! will only be allowed inside of a
State facilily if accompanied by a State escort, This is applicable in the
Correctional lacilities, Public Safely facilities, State Lottery, or other
facllities as designatad by the State.

12.4.2. Securily Framework,

12.4.2.1.

12422,

12.4.2.3.

12.4.24.

Guam DPHSS WIC Rev 01-10-2021

The Stale of Arizana and its contraclors are mandated 1o develop and
implement a Cyber Secunty Framework {CSF) in accordance with Nalional
institute of Standards and Technolagy (NIST) guidance. Conlraclor
understands and agrees no other forms of Security Frameworks, Trust
Dacuments, Sell-Attestations, to include; 1SO/IEC, SOC 2 & 3, PCI, or
HIPAA reports of compliance are racognized nar accepted by State;

NIST SP 800-53 Rev. 4 guidelines can be located at:

httgs:ﬂcsrc.mg:.govlgub[igalionslgelaillgglgoo-g;il_rgv-dlhnal;

Contractor shall comply with all applicable security requiraments for
Arizona Risk and Authorization Management Program (AZRamp):

12.4.2.3.1. State reserves the right to conduct risk assessmenls,
vulnerabilty assessments, black-box penetration tests or
hire a third party lo conducl risk assessments,
vulnerabilily assessments, and biack-box penetralion
tests of lhe Contractor's environmenl. Contractor will be
alerted in advance and arrangements made lor an
agreeable tims. Contraclor shall respond to alf serious
flaws discovered by providing an acceptable timeframe to
rescive lhe issue and/or implement a compensating
conirol, and

12.4.2.3.2. Contractor will submit copies of sysiem logs from
Contraclor's environmant to Stale of AZ security team
upon reques! to be added to the State SIEM {Security
informalion Event Monitor) or IDS (Intrusion Detection
System).

Contractor shall comply with all applicable Stale and Federal laws and
regulations, including, but not limited to;

12.4.2.4.1. Federal Information Securily Managemenl Act of 2002
(FISMA),

12.4.24.2, Federal Information Security Modernization Act of 2014
{FISMA),

12.4.24.3. OMB Circular A-130,
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12.4.2.4 4.

12424.5.

12.42.4.6.

12.4.2.4.7.

124.24 8

12.4.2.4.9,

124.2.4.10.

12.4.2.4.11.
12.4.2.4.12.
12.4.2.4.13.
12.4.2.414.
12.4.2.4.15.
12.4.2.4.16.

12.4.2.4.147.

12.4.2.4.18.

DPHS5 26-0141

Health Porabilily and Accountability Act {(HIPAA)
including Business Associate Agresment/ Health
Information Technology for Economic and Clinical Health
Ac! (HITECH}),

Tax Information Securily Guidelines For Federal, Stale
and Local Agencies: Saleguards {or Protecting Federal
Tax Returns and Return Information {(IRS Publication
1078},

A.R.S. 18-104 - Arizona Department of Administration,
Arizona Strategic Enterprise Technology {ADOA-ASET),
Powers and duties of the agency,

AR.S. 18-105 - Siatewide information secunly and
privacy office (5tSP0O),

A.R.S. 18-552 - Notification of security system breaches;
requirements; snforcement; civil penally; preemplion;
exceplions,

Arzona Executive Order 2008-10 - Mihgating Cyber
Security Threals,

State of Arizona statewide policies, slandards and
practices,

SIPC Mamorandum of Understanding (MOU),
Stale Environmental policies,

Family Education Rights Privacy Acl (FERPA),
Driver's Privacy Protection Act {DPPA),

Incident Respanse Reporing program and system,
Privacy Incident Reporting policy and standards,

AZNET/SISPO  escalation MOU and notification
workflow/templates, and

Stale ol Arzona Library, Archives and Public Records,
Records Management Division, General Retention
Schedules

htip:/f'www iib. az us/records/documents/pdliStale%20-

s 20management .pdf.

12.4.25. ADHS recommends thal the Contractor follow best praclices of the
Payment Card Indusiry (PCH) including but not limiled to Supplemental
Documents, Informalion Supplements, and Validation Requirements;

12.4.3. The Contractor shall be responsible for the implementation and maintenance of a
comprehensive security plan for the WIC EBT system and operalions. This program
shall include the administralive, physical, technical, and systems conlrols that shall be
implemented o maet the state and federal securily requirements of the WIC EBT

Guam DPHSS WIC Ruev 01-30-2024
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12.4.4.

12.4.5.

12.4.6.

12.4.7.

12.4.8.

syslem as delined in seclion 4. It is the expectation of lhe HANDS Consortium that
the system of intemaf controls used to manage risks lo the WIC EBT syslem and
operations shall be based on electronic funds transter (EFT} industry standards,

The Contractor shall ensure that the EBT system security level is established and
maintalned as delined In the Contract, including all work done by subcontractors,

The Contractor shall recelve and process information that is classified by the HANDS
Consorllum as Conlidential. Conlidential information is consistent with the Federal
designation of sensitive bul unclasslified. The loss, misuse, unauthorized access te, or
modification of confidential information could adversely affec! the conduct of Federal
programs, or the privacy to which individuals are entitlad,

The Contractor shall provida security controls consistent with PA-DSS, and with
controls for high Impact syslems as described In NIST SP800-53,

Transaction Communications Security,

12.4.7.1.  The WIC EBT system shall provide controls 1o ensurs that EBT transaction
communicalions are secure, including, at a minimum;

124.7.1.1. Files shall only be processed if they originate from
HANDS, authorized WIC vendors, designated agents or
TPPs,

124.7.1.2, Messages or lites shall be vafidated for completeness, file
and held formals and control and authentication
measures,

12.4.7.1.3. The WIC EBT syslem, PIN selection devices and stand-
beside POS solutions shall ensure that PINs are
encrypled at the point of enlry and never transmitted in
the clear,

12.4.7.1.4. A cardholder's PIN shall not be selected or assigned by
the WIC EBT system,

12.4.7.1.5. The WIC EBT PIN selection and tarminal keys shall not
be shared with other WIC State Agencies, and

12.4.7.1.6. The WIC EBT system shall support test keys 1o enable
{esting prior to WIC vendor, dasignated agent or TPP
cerlification.

Information Security and Palicy,

124.8.1.  Security is critical to the WIC EBT syslem since lhe sysiem contains
sensitive financial information and shall adhere to network connaclivily,
access, authenticalion, and authorization techniques as defined by State
of Arizona IT security standards
{12TUhlips:/aset.az. goviresources/pspU12T). In addition, the system
shail adhere fo federal security saleguards/countermeasures Nalional
Institute of Slandards and Technology publication: (NIST BD0-53 AC-
6(10));

12.4.82. The Conlraclor shall assure the WIC EBT system provides controls io
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12.4.8.3.

prolect confidential information against unauthorized access, use,
modilication and disclosure. At a minimum, Contractor shall abide by the
lollowing rutes: and

12.48.2.1. Access o the system and information is enablad only for
authorized users as delined by user roles and profiles,

124822, Shali not divulge data to any person excep! as necessary
lo conduct WIC EBT according to delined functions, or as
required by law,

12.4.8.2.3. Ensure that sensitive information Is accounted lor and
securely slored before, during and after processing,

124.8.24. Provide for internal controls through separation ol duties
and/or dual control of functions,

124.8.2.5, Maintain adequate system documentation, software
applications and operating procedures, and a System
Security Plan. Comprehensive changs management
practices for all IT operations are documented and
consislently tollowed, and

12.4.8286. Provide machanisms within applications thal enforce
access conlrols against system tampering and/or
unauthorized changes.

The Contraclor shaif notily the WIC Program Project Manager, WIC IT
Project Manager and the BNPA Bureau Chief of any inslances of non-
compliance with security measures, security breach or a suspeciad breach
immediately. Notification shall include a description of the non-compliance
and corrective action planned and/or taken.

12.4.9. Facilities Physical Security, and

12.4.9.1,

Guam DPHSS WIC Rev 01.30-2021

The Conlractor shall use physical security to limit access to facilities used
lo process cards or data or house sensitive data. The Conlraclor shall
abide by the following rules:

12.4.9.1.1. Data center facilities shall be secured twenty-four {24)
hours a day, every day of the year,

12.4.9.1.2. Employse access to the dala center facility shall be
controlled by an elecironic access system,

12.4,91.3, Employee access to departments within the data center
shall be controlled by an electronic access system,

12.4.9.1.4. Guests, inctuding vendors, shall sign in and shall be
assigned a lemporary guest badge far identification,

12.4.9.1.5. Guests, including vendor service personnel, shall be
escored at all times,

12.4.9.1.6. Tapes, disks, and other slorage media shall be kept in a
secure environment with access limited to authorized
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stalf,

12.4.9.1.7. Cooperala with the HANDS Consortium, which shall, on

a yearly basis, conduct a test of the names of currant
employees against the names of individuals authorized
for the HANDS Consortium's WIC EBT systems access,
and any changes in the roles and responsibilities of said
individuals,

12.4.8.1.8. No storage media shall leave the data site without prior

managament autharization,

12.4.8.1.9. Programming personnel, including contractors, shall be

restricled from sensitive storage media unless prior
management approval is oblained and access shall be
granted on a need to know basis,

12.4.9.1.10.  Dala beyond Ihe PIN may be secured using message

encryption from the card terminal to the TPP by bilateral
agreement,

124.8.1.11.  Sensitive output shall be shredded prior to disposa!, and

12.4.9.1.12, Tha WIC EBT system primary and fail-over processing

sites shall be equipped with fire detection and
suppression systems,

12.4,10.  Card Stock Security.

The Contractor shall ensure the security of card stock in ils possession and in the
possession of subconlractors. Cards shipped by the Contractor shall be shipped using a
method Lhat can be tracked alectronically by the HANDS Consortium.

13. WIC EBT Service Requlrements

13.1.  WIC Vendor Management Requirements;

13.1.1, The Conlractor shall support the HANDS Consortivm in promoting WIC EBT
enablement for the HANDS Consortium’s WIC vendors with IECRS by providing
interface specifications and as-needed technical assislance during design,
developmen! and lesting, and

13.1.2. WIC Vendor EST Agreements.

13.1.2.4.

13.1.2.2.

Guam DPHSS WIC Rev. 01-30-2024

The Contractor shall obtain and maintain agreements with WIC
vendors and TPPs, as applicabla. The agreement shall include
requirements lo abide by the USDA FNS Operating Rules for WIC
EBT daled Septembear 2014 or the most racenl version;

WIC vendor and TPP agreements shall be belween the Conltractor
and the WIC vendor or TPPs directly; the HANDS Consortium
shall nol be a parly lo WIC vendor/TPP agreements. The
agreements shall describe the lerms and conditions regarding the
arrangements for use of the POS equipment and the operating
procedures and nides. Al a minimum, the agreements must
include tanguage that requires;
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13.1.3,

13.1.4.

13.1.5.

13.1.2.2.1.

13.1.2.2.2,

13.1.2.2.3.

13.1.2.24.

13.1.2.2.5.

131.2.2.6.

Transaction Fees,

DPHSS 20 014)

Compliance with the Consordium member
regulations,

Compiliance with USDA FNS Operaling Rules for
WIC EBT dated September 2014 or the most
recent version,

Compliance with ANSI X9.83-2014,

Compliance with X9.93 USDA-FNS Technicat
Implementation Guide (TIG) for online WIC EBT
systems as defined by USDA-FNS,

There shall bs no charge to WIC authorized
vendors, for authorization and selilement
processing by the Contractor for EBT
transactions,

Only Agency-auvthorized WIC vendors may
perform WIC transactions, and

The Contractor shall not assess transaction fees, sst-up fees, usage fees or other
leas to WIC vendors.

WIC Vendor Seltlement and Customer Service Support,

13.1.4.1.

The Contractor shall provide stand-besile WIC vendors with
transaction, settlement and reconcilialion support. At a minimum,
the Cantraclor shail:

13.1.41.1.

13.1.4.1.2,

Provide a toll-iree number for stand-beside WIC
vendors in Arizona, CNMI, Guam, and Navajo
Natlion lo obtain information or support on
{ransaction, seitlement and reconciliation issues
and lo iniliate disputes. WIC vendors localed in
Amarican Samoa will call the American Samoan
WIC Program to report seillement and
reconciliation issues, and

Provide a WIC vendor web-portal to stand-beside
vendors for secure access to WIC vendor
lransaclion and seitlement information, as
contained in the aula-recenciliation file, AGH
history, WIC vendor conlracts, and other
information and links as agreed upon with the
HANDS Consortium. The WIC vendor web-partal
system must supporl and enforce (he use af
unique user Ds and secure multifactor
authentication for afl vendor web-portal activities.

Sland-Beside POS Terminal Provision and Support,

13.1.5.1.

Guam DPHSS WIC Rev 01-30-202)

New Stand-beside POS Temminal Requests;
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13.1.6.2.

Guam DPHSS WIC Rev 04-30-2021

DPHSS 20-01-1

The Contractor shall provide stand-beside POS terminals to WIC
vendors upon vendor request and approval by the Consorium
member. The Contractor shall configure and test the stand beside
POS solution within three (3) business days of receipt of the
signed WIC vendor agreement. The Contractor shall inform the
apphcable Consortium member of any reports of issues with
delivenng. scheduling. andlor installing its stand-beside
solution(s)-

Support; and

13.4.5.2.1. Anzona and Navajo Nation,

13-1-52.1.1-  The Contractor shafi repair or
replace (ship) a malfunctioning
terminal within forty-gighl (48)
hours from receipt of repont a
reques! by a WIC vendor or
Consoium  member. The
Contractor shall provide
installation support via phone.
The Contractor shali provide
iraining on lerminal sel-up and
use. Phone, and online Yraining
shall be available upon the WIC
vendor's requast.  The
Contractor shall provide a
prepaid return label to raturn the
maliunctioning terminal. The
WIC Vendor or Consortium
membar has the option to
receive lhe prepaid return iabel
electroncaliy or by mal,

13.1.5.21.2.  The Conlraclor shall provide a
iwenty-four (24) hour loil-free
line to WIC vendors lor Iraining
and to report terminal
maliunctions; and

13.1.5.2.1.3.  The Contractor shall provide an
email address for State Support
io WIC Agency staff for ARU,
cuslomer support, and POS
terminal 1ISSues.
13.1.5.2.2, American Sarmoa, CNMI and Guam,
13.1.5.2.21. The Contractor shall repair or
replace (ship) a malfunctioning
terminal within forly-sight (48)
hours from receipt of report a
request by a WIC vendor or
Consortium member;
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13.1.5.222.

Guam DPHSS WIC Rev 01-30-202§

Replacement

POS Terminals;

13.1.5.2.2.2.1,

13.4.5.2222

13152223,

13.1.5.2.22.4.

DPHSS 20 D)4

Stand-Beside

The Contractor
shall provide a
siock of
replacement
terminals to be
held in stock for
American
Samoa, CNMI
and Guam. Il a
terminal
requires
replacement,
the Contracior
shall  provide
writien
instructions on
how to configure
the stand-
beside POS
terminal,

The Consortium
member will
assume the
responsibility of
replacing  the
terminal and
notilying the
Contraclor,

The Coniraclor
shall ship a
replacement
terminal o the
Consortium
Member within
iwo (2) business
days, via
standard
shipping
melhods  (e.g.,
Federal
Express, UPS,
OHL, elc.).
Expedited
shipping will
only be raquired
it several
lerminals  fail
within a short
period of lime.
The  shipping
package shall
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include the
labels/materials
required for the
Consortium
member to ship
the
malfunclioning
terminal back to
the Conlractor,

13.1.5.2.2.3. The Conlractor shall provide a
iwenty-four (24) hour toll-iree
line to WIC vendors in Guam and
CNMI for training and to report
lerminal malfunctions; and

13.1.5.2.24. The Contractor shali provide an
email address for Stale Support
1o WIC Agency staff for ARU,
cuslomer suppor, and POS
lerminal Issues.

13.1.53. Onsite Support.

€ach HANDS Consortium member shall have the option to
request an onsite support from the Contractor.

13.1.5.3.1. Arizona and Navajo Nation shall have the option
1o request onsite suppod in intervals of two (2)
business days from the Contraclor, and

13.1.5.3.2. American Samoa, CNMI, and Guam shall have
the aption to request onsile support in intervals of
live {5) businaess days from the Contractor.

13.1.6. Technical Suppori, and

13.1.6.1. The Contraclor shall support the HANDS Consortium in lesting
WIC vendor IECRS, and TPPs, as applicable, to enable syslem
cerbfication by the HANDS Consortium. As part ol this suppon,
The Conltraclor shall provide certilication test scripls to validate all
ECR/POS tunclicnality for HANDS Consorium review and
approval and test cards in the WIC EBT system with the HANDS
Consortium's approval. The Contractor shall provide updated
reports on [ECRS found at relall locations to the HANDS
Consortium as changes to vendor systems are encountered so
that recertification activities can be scheduled; and

13.1.6.2. The Contractor shall provide the technical interface specifications,
pre-approved by FNS and necessary for the interdace with the
WIC EBT system, to WIC vendors, their designatad agenis (e.g.,
corporale headquarters) and/or their TPPs and the HANDS
Consortium.

13.1.7. Wireless EBT Transactions.
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13.1.7.1,

13.1.7.2.

13.1.7.3.

131.7.4,

The HANDS Consortium wishes to extend fo WIC EBT capabilities
to include wireless transactions including curbside pickup and
other innovaltive technologies;

The Contractor shall certify that the wireless EBT transactions
meet tha FNS September 2014 Operating Rules;

The Conlractor shall provide the HANDS Consorium with an
option for wireless terminals that are cerfilied to process eWIC
transactions; and

The Contraclor's solutions shall meet Wireless Application
Protocol (WAP) standards lor wireless EBT/payment transactions
as delined in section 4.

13.2. Cardholder Customer Services Requiraments:

13.2.1. Arizona, CNMI, Guam and Navajo Nation Cuslomer Services,

13.2.1.4.

13.2.1.2.

13.2.1.3.

Guam DPHSS WIC Rev, 01.30-2021

The Contractor's Help Desk shall provide toll free cardholder
access to cuslomer services with sufficient capacity to provide
services in both English and Spanish. The Cardholder Help Desk
shall access translation sarvices, such as the Language Line, for
all additional languagses. The toll-free number shall be transferred
to the applicable Consorlium members al the end of the contract.
The Help Desk shall include teletypewriler (TTY) capability
provided lo participants with hearing disabilities. If a Consortium
member determines it will allow calls from pay phones, any lees
associated wilh such calls will be invoiced 1o the Consorium
member as a pass-through cost. The toll-free number shall be
separate number from the SNAP cuslomer service number. The
HANDS Consortium prelers that the cardholder customer service
cenler be localed in the continental United States:;

As an oplion for the Arizona and Navajo Nation WIC Programs,
the Contractor shall generale and mail a replacement card to the
cardholder within two (2) business days ol cardholder requast.
The cardholder will request the replacement card by speaking lo
a live customer service representative. The Contraclor shall mail
the replacement card 1o the cardholder using the Uniled Siates
Poslal Service standard mail. The cardholder shall receive the
replacement card within seven (7) business days.

Automated Response Unit {ARU); and

13.2.1.3.1. The initial contact with WIC EBT Cardholder Help
Desk services shall be with the cardholder ARU
which shall support balance Inquiries, PIN
selection and changes, transaction history as well
as provide access to live customer service. The
ARU shall be available twenty-four (24) hours per
day, seven (7) days per week, 365 days per year
(24x7x365). The Contraclor shall submit for
review and approval scripls used by the ARU and
shall be configured to provide a choice between
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English and Spanish. The ARU shall allow each
Consortium member lo select an introduclory
messaging (e.g., food recalls, emargency or
disaster Information, slc.),

13.2.1.3.2. Al & minlmum, cardholdes ARU functions shall
include, and

13.2.1.3.2.1.  Transler of a caller to customer
service for repot of a
lost/stolen/damage card;

13.2.1322. Current Balance Inquiry:
‘Current Balance' shall provide
realtime  account  balance
information;

13.21.3.23.  PIN Selection or PIN Change:
Cardholders shall have the
option of selecting or changing
their PIN via a single cali to the
ARU; and

13.2.1.3.24. Transaction History: Provide the
dates of the last two (2)
transactions, either issuance or
purchase.

13.2.1.3.3. The Contractor shall pravide a monthly statistical
calt volume report including the call type and
length.

13.2.1.4. Live Customer Servica,

13.2.1.4.1. The Contraclor shall provide live customer
services, both English and Spanish, as a
secondary means of cuslomer suppor, aHer
accessing the ABU. Live customer services shall
access lranslalion services, such as the
Language Line, for all additional languages. Live
customer services shall be used primarily for
reporting a lost, slolen or damaged card. It is the
intent of the HANDS Consortium to direct policy
questions lo the Panners WIC Agencies or
clinics. As an oplion, each Consortium member
may have live cuslomer service in aflemative
languages other than English or Spanish, and

13.2.1.4.2. Live customer services shall be offered iwenty-
four (24) hours per day, seven (7} days per week,
365 days per year {24x7x365).
13.2.2, American Sarnoa Customer Service, (Not applicable to Guam)

13.2.2.1. The use of toll Iree lines is not available in American Samoa. It is
the intent of the American Samoa WIC Program to respond lo
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i3.2.2.2.

cuslomer inquiries and services at itls centra) office and clinic
locations and through a customer help line that will be managed
by the cenlral office; and

As an option, it the American Sarmoa WIC program so chooses,
the Contractor shall provide a non-talt free number lor calls to the
ARU and live customer services, In iis response, the Contractor
shall provide stalistics on average call volumes and call lengths
as experienced by other WIC Programs. The Contractor shall
provide a cost per call for Amarican Samoa cardholder calls to the
customer sarvice center.

13.2.3. Particlpant Web-Porial,

13231,

13232

The WIC EBT system shali provide sacure web based cardholder
andfor participant access lo WIC Information (o request PIN
changes, balance inquiries and transaction historias, and other
functions reasonable to the application, as well as links to olher
sites as designated by the Consorlium member; and

Each Stata Agency shall have the option of having the link 1o the
Participant Web-portal on the stale's WIC Page.

133. Change Managemen! Services:

The Conlractor shall establish and foliow a formal change management process to encompass
remedial, conforming, and enhancing changes.

13.3.1. Remadial Changes,

13.3.1.1.

Remedial changes are changes needed to make the system
parorm/iunction in the way it was designed; such changes shall
be execuled in a mutually agreed upon timeframe and in
accordance with guidelines set forth in the agreed upon change
management plan. Either the HANDS Consorlium or the
Conlractor may identify the need for a remedial change. If the
Conlraclor identifies a problem requiring a remedial change, the
Contractor shall immediately notify the WIC Program Project
Manager and designated stafl from each Consortium member. If
the change is made immediately, the Contracior shall natify the
WIC Program Project Manager and designated staff from each
Consortium member no later than one (1) business day follawing
the implementalion of the change. The Contraclor shall work with
the HANDS Consortium, lto include testing, lo ensure that a
remedial change shali not impact WIC EBT system functionalities.
Remedial changes shall be made at no cost to the HANDS
Cansortiumn.

13.3.2, Conlorming Changes,

13.3.2.1.

Guam DPHSS WIC Rev 01-30-202)

Conforming changes are changes needed to adapt the systern lo
changes in requirements thal result from Federal or State
regulation, federally mandated changes and changes to the USDA
FNS Operating Rules for WIC EBT dated September 2014 or the
most recent version.
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13.3.3. Enhancing Changes,

13.3.3.1. Enhancing changes are changes that are not remedial or
conforming changes, including changes thal shall enhance
perdformance, provide new functionalily, improve cost-
elfeclivaness or improve efficlency and ongoing operation or
program maintenance. Enhancing changes may be Initiated by
the HANDS Consortium or the Contraclor. Enhancing changes
initlated by the HANDS Consortium must be authorized by the
HANDS Consortium WIC Program Praject Manager.

13.3.4. Tesling of System Modification,

13.3.4.1, The Contractor shall ensura that all changes and modificalions to
the WIG EBT system are lully and successtully tested prior to
migrating the change Into the production environment,

13.3.5. Change Order Process,

13.3.5.1, Changes requested by the HANDS Consortium to the
system/program baseline and conforming changes shall be
initialed using the Change Order process defined in the
Contractor's Change Management Plan and approved by the
HANDS Consortium. Al change orders must originate from the
HANDS Consortium WIC Program Project Manager or designee;
and

13.3.5.2. The HANDS Consorlium shall monitor implemenialion of the
approved changes through routine program management
including scheduled status reports, request modilications, etc.
Upon authorization of the change, the Contractor shall include the
change in work plans, allocate resources as appropriale, and shall
provide ongoing status reporis, as part of the regular stalus report,
with hour and cosl accounting {f any) to the HANDS Consortium
until such time as the change has baen compleled and accepled
by tha HANDS Censortium.

13.3.6. Change Requesls from HANDS Consortium,

13.36.1. For enhancing change requests inilialed by the HANDS
Consortium, the Contractor shali provide a cost estimate, by hour,
utilizing the hourly rate provided in the Price Sheet within six (6)
weeks of the finalized change request. The hourly rale shall be a
blended, fully-loaded rate for afl slaif, meaning one (1} hourly rate
thal shall include any deslgn, development, lesting, or other work
necessary, and include over-hsad cosls. The Contractor shall
respond lo sysiem enhancement change requesis with estimated
hours and cost within six (6) weeks of receiving the finalized
request;

13.3.6.2, Upon completion of a Change Order, the Contractor shall provide
the HANDS Consortium with a statement that details the number
of hours used loward the Change Order and how those hours
wera used; and
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13.3.6.3. The HANDS Consortium shall designate Change Orders as low,
medium or high priority. It is expected that work on low priority
changes shall begin within 180 calendar days of written approval
by the HANDS Consortium. It is expected that work on medium
priarity Change Orders shalt be iniliated by the Contractor within
sixly {60) calendar days of writtan approval by the HANDS
Consortium and that work on high priority Change Orders shall be
Initiated by the Contractor within thirty (30} calendar days of
written approval by the HANDS Consortium. All change requests
shall include agreed upon start and completion dates. The
Contracior shall provide a written agreed upon plan, spacifying the
progress of each phase idenlified: Design, Development, Tesling,
and Implementation.

13.3.7. Changes Initlated by the Contractor,

13.37.1. The Contracior shall provide the HANDS Consortium with
advance notice of ali sell-initiated changes to the EBT system.
The Contractor shall coordinate afl non-remedial changes lo the
system with the HANDS Consortium WIG Program Project
Manager or designes.  Non-remedial changes shall be
implemented at a lime agreed upon with the HANDS Coansortium,
50 that the availability and participation of HANDS Consortium and
IT slaff can be ensured. The HANDS Consorlium shall be notified,
in advance, of any known impacis the changes shall have to WIC
EBT or HANDS functionality, file formats, screens, reporting,
performance or any other areas. The Contractor shall work with
the HANDS Consortium, lo include lesting, to ensure thal
Contractor-initiated changes do not unintenlicnally impact the
HANDS Consortium functionalities, file formals, scresens,
reporting, perormance, or any other areas.

134. Disasler Response Support;

13.4.1. The Conlractor must be prepared to implement a disaster WIC EBT syslam to
defiver benefits. The Contraclor shall provide nacessary systems and procedures
to ensure thal it can provide continuation of benefit issuance,

13.4.2, During the design phase, the Contractor shall conduct JAD sessions with the
consortium in order to determine requirements lor EBT disaster recovery. Disaster
recovery planning wilt focus on system availability planning and oplions, issuance
procedures, system recovery oplions, post-disaster activities, communicalion plan,
and lirning, and

13.4.3. Disaster Services.
13.4.3.1. Cardhotder Suppori Services;

13.4.3.1.1. The Contractor shall provide the following
disaster or emergency services:

13.4.3.1.1.1.  Customer Service Support
During a Disaster: In the avent of
a disaster, Contractor shall
provide the same scope of
services fo cardholders for the
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1343.2.
13.4.3.21.
13.4.3.22.
13.4.3.23.
134,338

13.4.3.3.1,

Guam DPHSS WIC Rev 01 302021
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ARU and five cuslomer service.
The ARU shall have a specific
disaster scnpt thal has been
approved by the HANDS
Consortium, Because call
volumes shall likaly Increase, the
Contraclor shall increase the
number of customer service
representalives (CSRs}
available to suppaort cardholders.
CSRs should be alerted when
accessing the cardholders
record that the cardholder
resides in the disasler area.

WIC Vendor Support Services; and

The Contractor shall provide the {oflowing WIC
vendor suppor services,

WIC Vendor Site Survey: Upon nolification by the
HANDS Consorium of a disaster, tha Contractor
shall survey selected WIC vendor locations lo
determine the level of service thal can be
provided fo cardholders because of equipment
outage or other factors. The Contractor shall
provide geographical mapping of the operational
and non-operational localions. The Contraclor
shall ensure thal CSHs are aware of which
benefit redemption points are not operational
during and afer the disaster in order lo direct
cardholders to appropriata locations, and

Increased WIC Vendor Customer Service: In the
event af a disasler, the Conlractor shall pravide
the same scope of services to WIC vendors for
the WIC vendor call cenler. The call center shali
have a speacific disaster scripts thal have been
approved by the HANDS Consonium. Because
call volumes shall likely increase, the Contraclor
shall increase the number of CSRs to support
WIC vendors and meet expected performance
standards.

Technical Support in a Disaster,

in a disaster, the Contraclor shall provide the

following technical support as directed by the

HANDS Consortium,

13.43.3.1.1. HANDS Intedace Support: The
Contractor shall support the
recovery ol the HANDS
Consoriumn's eligibilly and EBT
nterface systems at a_fail-over
site in the evenl of a disaster at
ther HANDS Consortium's

pase Moy 17
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primary dala center, This
support shall consist of providing
conngctivity 1o the HMANDS
Consortium's  fail-over site lo
support the transmission of data
files and reporls between
HANDS and the Contractor. The
Contractar shall provide supponi
to the HANDS Consortium in
ensuring that bensfits are slill
being provided to cardholders
through the WIC EBT system
during the recovery of HANDS.
Following the declaration of a
disaster by the HANDS
Consortium and movement to a
back-up data center, the
Contractor shall work with the
HANDS Consortium technical
staff lo provide WIC EBT
administrative system suppory;
and

134.3.3.1.2.  Administralive System Access:
In the evenl the HANDS
Consortium’s eligibllity system or
the iradiional interface is not
accessible, the HANDS
Consortium shall have access to
the WIC EBT system through the
inlernet.  The Contractor shafl
provide the apprapriate
passwords, accaess and sofiware
components, and training and
related documentation/staff
training malerials explaining how
to use the Conlraclor's system
prior 1o the disasier situation.

14. Hardware and Materials Requirements

This section provides the requirements for hardware and materials raquired from the Contractor.
14.1. WIC EBT Cards;
14.1.1. The Contractor shall provide the WIC £BT card,
14.1.2, The Conlraclor shali:
14.1.21. Produce the card according lo specifications (section 14.1.4);
14.1.2.2. Distribute/deliver cards to designated Consortium member
(Amarican Samoa, CNMI and Guam) or local agency/clinic
(Arizona and Navajo Nation) locations for over-the-counter

issuanca; and

14.1.2.3. Mainlain WIC EBT card data within the EBT System.
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The Contractor shall ensure that the HANDS Consortium's WIC EBT cards are
designed to comply with specifications that include the lates! version of the USDA
FNS Operaling Rules for WIC EBT dated September 2014 or he most recent
version (WIC EBT Card appearance and requirements), and the International
Standards Organizalion (ISO) 7810.2003, lIdentification cards -~ Physical
Characleristics and ANSI specifications and standards relating to cards used for
linancial transactions.

Aritona HANDS Consoniom
14.1.3,
14.1.4.
14.1.4.1,
14.1.4.2,
14,1.4.3.

Card Specitications, and

Card Design;

The Contractor shall use the card design provided by each
Consortium member. The WIC EBT card shafl conlain a mark,
brand or wording that identifies it as bsing associated with the

applicable Consorium member.

Such identification is to be

agreed upon with each of the Consorfium members. The WIC
EBT card shall not contain the mark or brand of any debivcredit
network withoul approval of FNS,

Card Obverse;

14.1.4.21.

The obverse (front) of the card shall have ihe

following features:

14.1.4.21.1.

14.1.4.2.1.2,

Card Reverse;

14.1.4.3.1.

Graphics approved by the
Consortium member using a
tour-colar printing process; and

The PAN shall be printed on the
card using conlrasling color for
raadability.

The reverse of the WIC EBT card shall have a

high coercivily magnetic stripe and a lamper-
evident signature panel. The reverse of the WIC
EBT card shall have printed informalion as
spacified by the applicable Consortium member.

Table 3: EBT Card Track 2 Layout

Field Field Nama Field
No. Length

1 Stant Sentinel 1

2 Primary Account Number 16

3 Field Separator 1

4 _Expiration Dats 4

S Service Code 3

6 Card Authorization Value 3

7 Discretionary Data _ 2

9 tongiludinal Redundancy Check 1

Guam DPHSS WIC Rev, 01-30-202]
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14.1.4.4. Track 2 Format; and
Track 2 of the magnetic stripe shalf be encoded according to ISO
standard for linancial cards: 1ISO 7811, 7812 and 7813,
14,1.4.5. Primary Account Number (PAN),
141.4.51. The Primary Account Number (PAN) is a sixteen
(16} digil numeric field thal provides the means of
identdying the person lo whom the card was
Issued. The PAN ol the WIC EBT card shall use
the Consortium member's Bank identification
Number/ssuer Identification Number (BINAIN).
The PANs for new cards shall not duplicate any
Conitractor's card numbers already in use. The
following layout shall be used for the PAN:
14.1.45.1.1.  Position 1-6 BINAIN;
141.451.2.  Position 7-8 Discretionary;
141.451.3. Position 10-15 Cardholder ID;
and
1414514,  Position 16 Check Digit.
14.1.5, Provision of Cards,
14.1.5.1. The Conlractor shall deliver WIC EBT cards 1o Consortiurn
mambers or designaled local agencies/clinics lor over-the-counter
card issuance. The Contraclor shall maintain the following card
distribution and inveniory conlrols; and
14.1.5.1.1. Cards shall be shipped with logical numbaring
and inventory lists,
14.1.5.1.2. Cards shall be packed In sealed sleaves, not to
exceed 250 cards per sleeve, and
14.1.5.1.3. Cards shall be packed in numeric sequence from
lowest {o highest.
14.1.5.2. The Consartium members shall retain ownership of all Consortium

members' WIC EBT cards produced and nol issued at the end of
1he contracl term,

14.2.  Clinic PIN Selection Terminals;

14.2.1. Provision of Terminals,

14.2.1.1,

14.2.1.2,

Guam DPHSS WIC Rev, 01-10-2021

The Coniractor shall provide a PIN seleclion terminals thal is
compatible with the EBT system;

The PIN selection device shall have the software capabilities to

interface with HANDS for PIN sefection. The PIN Pad shall send
the encrypted PIN from HANDS to the EBT System; and
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14.2.1.3,

DPHSS 200541

Technical Standards;

14.2.1.3.1,

14.3. Stand-beside POS Solulions;

The PIN seleclion devices shall conform to the
follewing standards:

14.21.3.1.1.  PIN security and managemeant
shall conlorm to 1SO 9564,

The PIN selection device shall
accep! and sacurely encrypted 4
digit PINs:

14.2.1.3.1.2

The PIN selection device shall
not display the PIN in text, print,
or electronically record or write
out the PIN; and

1421313

14.2.1.3.1.4. The PIN shallbe encrypted using
a cryplographic technique that
meets or exceeds the
cryptographic strength of 3DES
using double keys, or using PCI
poinl to point encryption {PCI

P2PE).

1431, The Conlraclor is required 1o provide stand-beside POS terminals to the HANDS
Consortium's authorized WIC vendors. The Conlraclor shall specity the brand and
made! of the stand-beside terminal. The Conlractor shall iease stand-beside Point
of Sale {POS) terminais to the HANDS Consorium's authorized WIiC Vendors. The
Stand-beside POS solution lease shall include conlfiguration, deployment, training,
mainlenance, and customer service,

14.3,2, Stand-beside FOS terminal requirements, and

14.3.2.4.

Guam DPHSS WIC Rev 01-30-200)

The Contractor shall provide a stand-beside POS terminal to WIC
vendars upon vendor request and approval by the Consartium
member. The solution shall abide by the following guidelines:

14.3.2.1.1.

14.3.2.1.2.

14.3.2.1.3.

14,3.2.1.4,

The solution shail have a PIN pad consistent with
current industry standards lor hardware
encryption as delined in 1SO 9564 standard,

The solution shall be able to manage a minimum
of three (3) WIC State Agencies including APLs
and BIN numbers,

The solution shall be able to utilize the APL and
other Consorlium member specifications that

may apply,

The solution shall download the APL
automatically every twenty-four (24) hours and
have the ability to download the APL on demand,
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14.3.2.1.5.
14.3.2.1.6.

14.3.2.1.7.

14.3.2.1.8,

14.3.2.1.9.

14.3.2.1.10.

14.3.24.11,
143.2.1.12.

14.3.2.1.13.

14.3.2.1.14.

14.3.2.1.15.

14.3.2.1.16.

14.3.2.1.47.

14.3.2.1.18.

14.3.2.1.18.

DPHSS 20 0140

The solution shall support a training mode,

The solution shall support sither or both high
speed and dia! conneclions,

The solution shall support the full WIC EBT
transaction set,

The solution shali have a price memory function
that can be ulilized al the option of the WIC
vendor,

The solution shall support the entry of multiple
discounts on a single transaction,

The solution shall allow fresh rvits and vegatable
PLUs 1o be mapped 1o a single generic code,

The solulion shall provide suppont for split tender,

The solution shall have the capability 10 process
a maximum of fifty (50) WIC items (unique UPCs)
in a single purchase,

The solution shall fully vahdale the purchase
transaction locally belore transmitting it to the
WIC EBT systam,

The solution shall reverse the transaction if na
response is raceived prior to sending the next
transaction,

The solulion shall provide WIC EBT receipts
{customer and store) that meet FNS receipt
requirements,

The solution shall provide lane, clerk, and slore
lotals reporting,

The solution shall suppont reconciliation with the
WIC EBT systam,

The solulion shall include the necessary
peripherals and software to read UPCs and
PlUs, and

The stand-beside solulion shall be testad and
certitied for WIC EBT for use by vendors prior to
insiallation at WIC vendor locations.

14.3.3. Stand-beside POS Terminal Service L.evel Agreement,

14.3.3.1. For the duralion of the lease, the Conlraclor shall provide
mainlenance and customer service suppon for the stand-beside
terminais accessible through a (ol free phone number;

Guam DPHSS WIC Rev 01-10-202)
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143.3.2.

14.3.3.3.

15. Contract Close-oul Requirements

Arizona and Navajo Nalion;

14.3.3.2.1. When a sland-beside POS terminal requiras
replacement, the Contractor shall ship
replacement stand-baside POS terminals
ovemnight to Arizona and Navajo Nation WIC
Vendors.

Amarican Samoa, CNMI, and Guam;

14.3.3.3.1. The Contractor shall provide American Sarnoa
with five (5) replacemen! stand-besida POS
terminals, CNMI with five (5) replacement stand-
beside POS terminals, and Guam with five (5)
replacement sland-baside POS tarminals, which
will be stored on-site at each WIC State Agency.
The Conlractor shall provide instructions for
configuring the stand-beside POS terminal for
any WIC Vendor, and

14.3.3.3.2. When a sland-beside POS ferminal requires
replacement, the Contractor shall assist the WIC
Stale Agency with configuring the replace stand-
beside POS terminal. The WIC State Agency will
provide the replacement sland-beside POS
tarminal to the WIC Vendor and ralrieve the
malfunctioning stand-beside POS terminal. The
WIC Stale Agency will return the malfunctioning
stand-beside POS terminal to the Contractor.

15.1.  Contracl Closecut Expectations;

15.1.1. During the Tarm of the Conlract, the Conlractor shall work with the HANDS
Consorium and any olher organization designated by the HANDS Consortiumn in
a professional manner lo lacilitate an orderly, smooth, and timely transition of

services al the

end of the Consortium members' contract terms, the following

services shall be provided:

15.1.1.1.

15.1.1.2,

15.1.1.3.

Guam DPHSS WIC Rev. 01.30-2021

The Contractor shall coordinate with the next/new Implementation
and Pracessing Services Conlractor on migration of cuslomer
service funclions an the night of database conversion;

The Contractor shalt provide the HANDS Consartium the right lo
serve as a madiator belween the current and new Implementation
and Processing Services Conlractars, Subcontraclors, WIC
vendors and TPPs. The HANDS Consorlium shall have the right
of final daclision in disagreements betwaen the current Contractor
and the new WIC EBT implementation and Processing Services
Contraclor;

The Conlractor shall allow for fallback to its WIC EBT systern in

case of database conversion fallure or other fajlures when
converting to the new system;
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15.1.1.4,

15.1.1.5.

15.1.1 6.

15.2. Dala Transfer;

The Contractor shall perform any and all necessary dalabase
cleanup, io be compietad six (6) months prior 1c the end of the
Conlracl Term and once cleanup is compiete shail ensure data is
maintained in a manner that shall support transition to the new
WIC EBT Implementation and Processing Services Conlraclor;

The Contractor shall perform a linal reconciliation of the WIC EBT
system within one {1) month following the transition 1o the new
WIC EBT implementation and Processing Services Contractor.
The Conlractor shall inform the Consortivm member of any errors,
discrepancias and outstanding dispules; and

The Contraclor shali allow for the Consorlium members lo
purchase of any leased hardwars, if the Consortium membaer so
chooses, a! depreciated cost. The Contractor and HANDS
Consgrirum shall agree upon a cost depracialion model.

16.2.1. Dalabase conversion shall occur stalewide at 2 ime and date agreed upon
between the Consorium member, FNS, and the curren! and future WIC EBT
Implementation and Processing Services Contractors. The Contractor shall
cooperale in at least three (3) practice run tests of database conversion, however
additional tests may be required if 1Issues are discovered upan completion of the

praclice runs,

152.2. The Contraclor shall be prepared to transfer up to five (5) years of data to the
succeeding/new WIC EBT Implementation and Processing Services Conlractor at
lhe end of Coniractor's Contract with the Consorium member,

1523. At a minimum, the translerred dala shall include the complele history of,
15.2.3.1. Local WIC agency/clinic Proliles;
15.2.3.2, WIC Vendor Profiles;
15.2.3.3. Authorized User Profiles;
15.2.34. EBA Data;

15.2.35. Card Dala;

15.2.3.6. PIN Data;

15.2.3.7. Transaction Data;

15.2.3.8. File Transter Data;

15.2.3.9. Calegory/Subcategory Data,
15.2.3.10. UPC/PLU Data;

15.2.3.11. NTE Data;

15.2.3.12, APL Data;

15.2.3.13. ARF Dala; and

Guam DPHSS WIC Rev 01-30-2021
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15.2.3.14, Setilement Data.

153, Addilional Aclivities;

15.3.4.

16, Optional Services

Addilional closeout activities include, but may nol be kmyay o y,e joyowing:

15.3.1.1. The cargholder ARU toll-free numbar shall be Iranstarred 1o the
Consorttum member or designaled recipient;

15.3.1.2. The Consortium members shall relain ownership of any and all
the Consostium member EBT cards produced and not issued at
the end of the conlract term, inciuding cards produced and not yet
shipped by the Contractor,

15.3.1.3. The Cansortium membar's BINAIN shall be made available tor use
by the new WIC EBT Implementation and Processing Services
Conlractar at the end of the Contract Term; and

153.1 4. The Contractor shall provide the HANDS Caonsortium an electronic
record on a portable {oken (2.g., external hard drive, CD, flash
drve) ol all system-related documents prepared for the HANDS
Consortium and held in the document library.

16.1. NAP EBT: (Not applicable to Guam)

16.1.1.

16.1.2.

1613

16.1.4.

The American Samoa and CNMI| Nulrtion Assistance Programs (ASNAP and
NAP, respeclively) are currently providing benefits through paper issuance, As an
oplional service, ASNAP and NAP are inlerasted in implementing EBT in
conjunction with the WIC EBT implementation effort. Within this seclion, these
Programs are relerred to as NAF Programs,

At any lime dunng the WIC EBT Contract, Amencan Samoa andfor CNMI may
coniract for ASNAP or NAP EBT services,

Unless otherwise specified in the NAP Requirements or unless there is an obvious
conllici, the requirements specified in SOW Sechions 3.1 through 3.7 shallapply to
ASNAP and NAP EBT,

Amencan Samoa Nutrition Assistance Program (ASNAP ), and

16.1.4.1. The American Samoa Nulrition Assistance Program (ASNAP) is a
USDA grant funded program administered by the American
Samoa Deparniment of Human and Social Services. The program
currently has 4,500 paricipants, The program is Imited to
individuals who are blind, disabled or eldery. Once delermined
eligible, participants will receive benefits for a periad of six (6)
monlhs. After thal pericd the participant musl be recertified for
aligibility. Benefits are provided monthly to participants, Currently
benelits are issued over the counter as paper coupons. The
monthly benelit value recelved ranges from $64 - 3160 based on
the income of the participant;
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16.1.4.2,

16.1.4.3,

There are approximately 102 ASNAP autharized retailers. These
retailers accept the ASNAP coupons as fender for food
purchases. Coupons are deposited by the retailers at the bank
similar to the process used by the WIC Program. The State
Agency bank relurns the deposiled coupons to the ASNAP
Program for reconciliation. As a grant program, ASNAP maintains
funding for coupon redemplion in a State Agency bank account;
and

All of the authorized WIC vendors are also ASNAP authorized.
Like WIC, it is anticipated that the majority, If not all, ASNAP
retaflers will use Stale Agency provided stand-beside equipment,
For those retailers that accept bolh ASNAP and WIC itis expected
thal the State Agency stand-beside POS support both programs.

16.1.5 CNMI Nutntion Assistance Program (NAP),

16.1.51.

16.1.5.2.

16.1.5.3.

Guam DPHSS WIC Res 0§-30-2021

The CNMI Nutrition Assistance Program (NAP) is a USDA grant
funded program administered by the CNMI| Depantment of
Community and Cultural Affairs. The program provides benefits
to households and determines eligibihty based on income
resources. In addition, the NAP also delermines eligibility based
on criteria of citizen or alien slatus, and having equal or less in
resources lirnils, i.e. accessible bank assets. The program
currently has 3,383 households {Saipan: 3,123; Tinian: 152; Rota:
116, and Northern islands: 2). Once delermined, eligible
households will receive benefils for varying periods depending on
their circumstances: those with $0 incomne are eligible for three (3)
months; those with some income are eligible for six {6) months;
and thase wilh a disability are eligible for twelve (12) months. Afier
ihe applicable period the household must be recerdified for
gligibility;

Benefits are paper coupon booklets that are issued over the
counter. Benelits are divided into coupons that can be used on
local food products only and those that can be used on any food
product. The splil between local and non-local benelits is 30/70:
30% mus! be spent on local products and 70% can be used on
either local or ali olher food products and certain eligible non-food
items. To accomplish this, NAP issues wo (2) different types of
coupon booklets color ceded 1o idenlily the type of foods eligible
for purchase. The total monthly beneldt value received ranges
from $20 - $1,460 depending on household size ($1,450 is for a
household of 15). Currently, benelits expire at the end of each
quarter. For example benefits issued in January, February and
March expire at the end of March;

Benelits are issued Irom the NAP office in Saipan for households
localed in Saipan. Issuance lor these households occurs on the
first through the sixth business day of Ihe month. For parlicipants
on Tinian and Rota, benelits are issued out of the Saipan ollice
and taken to Tinian and Rota for distribution once a month. NAP
benefils on Tinian are issued two (2) business days preceding the
issuance month and on Rota one (1) business day preceding the
issuance month. Benefits are distributed on Tinian and Rota prior
to Saipan;
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16.1.5.4. As pant of tha rademption process, NAP aulhorized retallers utilize
redemplion certilicates provided by the NAP oflice. The
certificales look similar to bank deposit slips (four [4) carbon
copies) which are required 1o be filled out by the retailer upon
redemption. This Information includes the business name of the
authorized retailer, the value and breakdown of NAP coupons
radeemed, the dale, and the signature and tille of the official of
the firm redeeming the NAP coupons. The redemption certificates
along with the associated NAP coupons are deposited in {0 the
retaile’s bank account to receive cash credit or cash, The
relafler's bank immediately sends the redemplion certificate along
with the coupons to the Redemption Agent (which is currently the
Bank of Hawall) to compensale the inilial bank's cash credit or
cash iransaclion made on behalf the authorized retaiter; and

16.1.5.5. There ars approximately 113 autharized NAP ratailers on Saipan,
eight (8) on Tinian, and saven (7) on Rala. All of the fourteen (14)
authorized WIC vendors are also NAP-authorized. Like WIC, it is
anticipated that the majority of NAP relailers will use Stale Agency
provided stand-beside equipment. For those retailers that accept
both NAP and WIC It Is expected that the State Agency stand-
beside POS suppaort bolh pragrams.

16.2. Genaral Requirements;

16.2.1. The books, recards, documenis, and accounling practices of the Coniracior
relevant {o this Coniract shall be subject lo audit at any reasonabla lime and upon
reasonable notice by the NAP Program, USDA, or their duly appointed
reprasentatives. Thesa requirements are found in the FNS regulations al 7 CFR
277.17 and 7 CFR 277.18B(k). These requirements include the records and
facilires of any subcontraclors. In the event of any audil, claim, negotialion,
htigation or ather action, records shall be retained for the duralion of the event,

16.2.2 I NAP EBT is implemented Federal Regulation 7 CFR 274.12 (i} (5) requires a
SAS 70 examination of the Contraclor regarding the issuance, redemplion, and
setliernent of NAP benelits be performed annually. The Contraclor shall have an
annual SAS 70 or other acceptable audit performad on its EBT operations, and
shall provide an electronic and up lo three (3) hard copies of the written report lo
the NAP Program and to FNS. Annual SAS 70 audits may be shared if the NAP
EBT systems are under the same conlrol environment and on the same platform,

16.2.3. In addition:
16.2.3.1, The Conlractor shall ensure that the NAP EBT system and
services comply with the FNS pedormance and lechnical
standards as specilied in CFR § 274.12:
16.2.3.2. The Contraclor shall ensure that the NAP EBT system complies
with the QUEST® Operaling Rules;
16.2,3.3. The Contractor will be responsible for the authorization of

cardholder Initiated NAP transactions. The Contractor shall
comply with ANS| X9.58-2007 and ISO 8583 and shall comply
with all updales to ANSI X9,58-2007 and ISO 8583 at no
additional cost to the NAP Programs; and
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16.2.34. The Coniractor shall support the Federal national interaperability
raquirement for processing interoperable NAP transaclions.

16.3. Accoun! Management;

16.3.1.

16.3.2.

16.4. Dala Files;

16.4.1.

lis aricipated that the NAP accounts will be managed using the same paramstars
as with SNAP accounls lor olher State Agencies, including aging and
expungamenils, and

American Samoa and CNMI have not determined whether they will use manual
vouchers for NAP. Toll free numbers cannol be used in American Samoa, making
manual voucher authorizalions difficult. The NAP Programs have also not
determined whether they will allow proxy cards lo be issued lo an EBT account.

NAP Programs authorize their own vendors and maintain funding in a State
Agency bank account. During system design it will be determined how file data
transfers will occur that will enable the EBT system lo recognize authorized
retailers and to settie funds to authorized retailer accounts.

16.5. Other WIC EBT Services.

16.5.1,

16.5.2,

16.5.3.

17. Requirements

The Inter Tribal Council ol Arizona, Inc. (ITCA) is a 501{c)(3) non-proht corporation
that administers WIC as a slate agency. ITCA WIC provides services io an
average of 9,500 clients per month through 11 Triba! local agencies and 1 urban
Indian health center. Through the local agencies, ITCA WIC operates 14
permanent clinic siles and 50 mobile sites on reservations throughout Arizona and
In the Phoenix and Tucson urban areas. ITCA WIC conlracts with 150 vendors
that redeem Ihe benefils issued lo clients each month. Vendors range from smalt
reservation based trading posls to large super centers. ITCA WIC is a member of
the Multislate Consortium {MSC) with I1he Stales of Kansas and New Hampshire.
The MSC operates a .NET based computer syslem developed by CQuest
America, Inc. for certifications, issuance of benefils, vendor management and
raporting,

The District of Columbia WIC program (DC WIC) serves approximalsly 15,000
anrolled. Thera are four local agencies operating approximately 17 iocal agency
clinic sites. The DC WIC Program is currently operaling the CARES management
information system bul is moving forward in the procurement of HANDS, DC WIC
is not currenlly utilizing EBT services but will do so aler awarding a contract lo
implement HANDS, and

fTCA WIC and DC WIC shall have the oplion to utilize any or all EBT products or
services listed in this contract via separale contracls as specified in the Special
Terms and Condilions section {ollowing this Statement of Work by relerencing the
EBT products and services in this contract as needed. All implementation fees will
be quoled and negotiated individually based on sequirements identified by ITCA
WIC and/or DC WIC.

The Cantractor shali:

17.1.  Orils designated financial inslitution shall have an originating and receiving membership in the
national ACH network to support the settlement lunction. In order to promote the acceptance
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of EBT transactions, the Contractor shalt be required lo provide evidence of ils own ar its
designated financlal institution's abllity to fullili the settiement obligations specified in this
Contlract and shall comply with applicable USDA FNS Operating Rules for WIC EBT daled
Seplember 2014 or the most recent version, concerning an Issuer's abllity to meet ils
setilement abligations. Evidence may be in the form of financial stalements, bonds, guarantaes
or olher assurances;

17.2.  Pravide and maintain a Certificate of Insurance (COI) as specilied in the Special Terms and
Conditions within five (5) days or sooner of Contract award. A Purchase Qrder shall not be
issued withoul a current and valid COI that meets the requirements of the Contract. Insurance
shall be maintained throughout the Term of the Conlracl.

18. Notices, Correspondence and Reports

1B8.1.  Nolices, correspondence, reports ang involces from the Conlractor to ADHS shall be sent to:

Guam WIC Program
Buiiding No__15-6100 Marlner Avenue

r uam 96913-1501

Altention: Guam WIC Program Diraglor
18.2. Copies to:

Guam WIC Program
Building No. 15-6100 Marner Avenug

rrigada, Guam 96913-1601
Attention: Gyam WIC Finance Management

18.3. Invoices irom the Contraclor lo the Guam WIC Program shal! be sent o

guamwic @ dphss.guam.gov.
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PRICE SHEET
CONTRACT NO.: CTR051731

PRICING:

Line Item Unit of Measure Contract Price
CPCM Less than 50,000 o | Each 3 1.05
CPCM 50,001 - 75,000 Each ] 0.78
CPCM 75.001 - 100,000 Each 3 0.65
CPCM 100,001 - 125,000 Each $ 0.57
CPCM 125,001~ 150,000 Each S 0.53
CPCM 150,001 and higher Each $ 0.52
Mailed Replacement Card tor Arizona and Navajo Nation
only Each 5 1.75
Business Analyst Hourly $ 115.00
Developer Hourly B 110.00
Project Manager Hourly 3 125.00
Training Hourly S 105.00
Technical Support Hourly 5 130.00
PIN Pads 0-99 Each S 145.00
PIN Pads 100-199 Each $ 143.00
PiN Pads 200-299 Each 5 140.00
PIN Pads 300-399 Each $ 138.00
PIN Pads 400-499 Each $ 135.00
PiN Pad 500-599 Each 3 130.00
POS Terminal Lease Each $ 30.00
Arizona POS Terminal Transaction Fee Each S 0.035
American Samea POS Terminal Transaction Fee Each § 0.0399
CiNMI POS Terminal Transaclion Fes Each 8 0.0385
Guam POS Terminal Transaction Fee Each 3 0.277
Navajo Nation POS Terminal Transaction Fee Each $ 0.035
POS Terminal Conliguration and Deployment Arizona Each S 155.00
POS Termina! Shipping Arizona per Courier Each $ 0.00
POS Terminal Configuration and Deployment Navajo

| Nation Each $ 155.00

Guam DPHSS WIC Rev 01-30-202|
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POS Terminal Shipping Navajo Nation per Courier Each 3 0.00
POS Terminal Conlfiguration and Deployment Amearican

Samoa_ Each ] 155.00
POS Tarminal Shipping American Samoa per Courier Each 3 0.00
POS Terminal Configuration and Deploymant CNMI Each $ 155.00
POS Tarminal Shipping CNMI per Courier Each & 0.00
PQS Terminal Configuralion and Deployment Guam Each 5 155.00
POS Terminal Shipping Guam per Courier Each g 0.00
Disaster Services Each 8 30.000.00
Travel o Arizona & Navajo Nalion (1 trip for 2 days, per

person) Each s 5.000.00
Travel to Islands (1 trip for 5 days, per person) Each 8 20,000.00

HINTENTIONALLY LEFT BLANK //
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SECTION 1V, CONTRACTOR’S RESPONSIBILITIES

The Contractor agrees to provide professional services and deliverables as set out in this contract in
full compliance with the USDA 7 CFR Part 246, and all other applicable federal, Arizona and Guam
faw and regulations. The Contractor shall be responsible for the professional and technical accuracy of
all professional services furnished under this contract. The Contracior shall, without additional cost o
DPHSS/WIC, corvect or revise all errors or deficiencies in its professional services.

DPHSS/WIC's review, approval, acceptance of, and payment of fees for services required under this
contract, shall not be construed to operate as o waiver of any rights under this contract or of any cause
of action arising out of the Contractor’s failure to the performance of this contract and the Contractor
shall be ind remain liable to DPHSS/WIC for all costs of any kind which may be incurred by
DPHSS/WIC as a result of Contractor's negligent performance of any of the services performed under
this contract.

The Contractor agrees to provide Project Deliverables and Documentation in kecping with the scope
of the work.

Contractor Liabilities.

The Contractor shall have finuncial liability for Conltructor or system processing errors and omissions
including errors resulting from fraud and abuse on the part of the Contractor, its agents or employees.
Federal and Stute funds may not be drawn down or requested for over-issuances or transactions in
excess of the authorized recipients’ benefit allotment. The Contracior shall be responsible for the
following:

Contractor Errors in the Disbursement or Authorization of Funds. The Contractor shall be ligble for
Contractor errors in the authorization or disbursement into a client account of funds related to stute-
udministered programs as described in OMB Circular A-87, 45 CFR 200, 45 CFR 74, und 7 CER 276.
Guam is responstble for losses resulting from its providing erroneous information 1o the Contractor.

Contractor Errors in Transaction Processing and Settlement. The Contructor shall bear all liability for
any fosses resulting from errors or omissions by Contractor its representatives or subcontractors
including {ruud und abuse on the part of the Contractor or in the performance of transaction processing
und setilement. Thesc liabilities shall include, but are not limited to:

Any duplicate or erroneous postings to a client account.

Any losses from funds drawn from an account after the client notified the Contractor that the card had
been lost or stolen provided that Contractor has received the information necessary o enable it to
disable a lost/stolen card.

Any losses from transactions performed with cards issued but not activated by the client and/or the
Contractor.
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Any damuges or losses suffered by a Federal or State agency due to negligence on the part of the
Contractor in the performance of its obligations related to transaction processing and settlement.

Any loss of benefits caused by fruud or ubuse by the Contractor or its representatives or subcontractors.
SECTION V. DPHSS/WIC'S RESPONSIBILITIES

DPHSS/WIC shall be responsible for overseeing the Contractor's performance of professional services
in keeping with USDA FNA WIC Federal program requirements.

DPHSS/WIC will provide sufficient data to the Contractor to enable the Contractor to fulfill each of
the activities specified in this Agreement.

DPHSS/WIC, upon review und acceptance of invoices from the Contracior, will pay the Contractor
pursuant 1o the terms of this Agreement and Attachment A - Cost Sheet for Guam of this Agreement.

SECTION VI, TERM OF CONTRACT

This Agreement shall take effect upon March 01, 2021 or the date it is signed by the Governor of Guam
whichever is the later date, “the Effective Date”.

SECTION VIL CONTRACT EXTENSIONS - FIVE (5) YEAR MAXIMUM

The Contract term is for a two (2) year period subject to additional successive periods of twelve (12)
months per exiension wilh a maximum aggregate including ail extensions not 1o exceed five (5) years.

SECTION VIIL. COMPENSATION -INVOICE

DPHSS/WIC agrees to puy the Contractor for the services performed in keeping with this Agreement
und Attachment A- Cost Sheet for Guam. Aggregate Pricing/Cost based on Cost Per Case Month
(CPCM) plus total transuction fees each month (Guam) and other agreed cost/pricing are as set out in
more detuil in Attnchment A.

DPHSS/WIC has identified anticipated funds through February 28, 2026 in Exhibit 1; however (1)
USDA FNS WIC Federal Funds are subject 1o Federa! Fiscal Year Appropriations and federal granl
uward terms and conditions und (2) the government of Guam funds are subject to the Guam
Legistature’s Fiscal Year Appropriation Act; and therefore only the Fiscal Year through September 30,
2021 are agreed io by the parties as part of this Agreement. The tota) payment under this contract,
bused on anticipated cascloud, and total monthly transaction fee shall not exceed the amount of Ninety-
Seven Thousand. Six Hundred Ninety-two and Thirtv Cents ($97.692.30) through September 30,
2021 and is subject to appropriation, allocation and availability. Multiple certifications of funds may
be made within a Fiscal Year.

Financial obligation of DPHSS/WIC to the Contractor is contingent upon funds being appropriated,
budgeied and otherwise made available. When funds are not appropriated or otherwise made available
1o support continuation of performunce in a subscquent fiscal period, the contract shall be cancelled
and the Contractor shall be reimbursed for the reasonable value of any non-recurring costs incurred but
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not amorlized in the prices of the supplies or services delivered under the contract. DPHSS/WIC's
certification of funds to this Agreement shall be made by Amendment, executed by the parties; on
unnual basis. There may be multiple certifications of funds in any Fiscal Year.

SECTION IX. ACCESS TO RECORDS

The Contractor, including its subcontractors, if any, shall retain all books, documents, papers,
accounting records and other evidence pertaining to costs incurred for a period of no less than five (5)
years from the date of final payment. The Contsacior shall provide access and the right to examine aly
records reluted to this Agreement to DPHSS/WIC, Guam Public Auditor and USDA FNS WIC or their
authorized representatives al all reasonable times during the Agreement period and for five (5) years
from the date of the final payment,

Ifany litigution, cluim, negotiution, audit, or other action involving the records has been started before
the end of the five (5) year period, the records must be kept until alf issues are resolved, or until the
cnd of the live (5) year period, whichever is later.

SECTION X. CHANGES

The parties shall follow the change management terms and conditions set forth in CTRO31731.
SECTION XL TERMINATION
Stop Work Order.

Order to Stop Work. The Director of DPHSS may, by written order 1o the Contractor, at
any time, and without notice to any surety, require the Contructor to stop all or any part of
the work called for by this contract. This order shall be for a specified period not exceeding
nincty (90) days after the order is delivered to the Contructor, unless the patties agree {o
any further period. Any such order shall be identified specifically as a stop work order issued
pursuant to this clause. Upon receipt of such an order, the Contractor shall forthwith comply
with its terms and take ull reasonable steps to minimize the occurrence of costs allocable to
the work covered by the order during the period of work sioppage. Before the stop work
order expires, or within any further period to which the parties shall have agreed, the
Director of DPHSS shall either: cancel the stop work order: or terminate the work
covered by such order as provided in the "Terminmion for Dcfault Clause™ or the
"Termination for Convenience Clause” of this contract.

Cancellation or Expiration of the Order. If a stop work order issued under this clause is
cancelled at any time during the period specified in the order, or if the period of the order or
any extension thereof expires, the Contractor shall have the right o resume work. An
appropriate adjustment shall be made in the delivery schedule or contract price shall be
modified in writing accordingly, if: the stop work order results in an increase in the time
required for, or in the Contractor's cost properly allocable to, the performance of any part of
this contract; and the Contractor usserts a claim for such an adjustment within thirty (30) days
after the end of the period of work stoppage; provided that, if the Director of DPHSS decides
that the facts justify such action, any such claim asserted may be received and acted upon at
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any time prior to final payment under this contract.

Termination of Stopped Work. If a stop work order is not cancelled and the work covered
by such order is terminated for default or convenience, the reasonable costs resulting from
the stop work order shall be allowed by adjustment or otherwise.

Adjustments of Price. Any adjustment in contract price made pursuant to this clause shall
be determined inaccordunce with the Price Adjustment Clause of this contract.

Termination for Defaults.

(1) Default. DPHSS/WIC may terminate the contract for cause in the event that the Contractor
is in breach or default of any of its material obligations hereunder. If DPHSS/WIC terminates
the contract for breach or default, it will first give sixty (60) days prior written notice to
Contracior, stating the reasons for cancellation, procedures to correct problems, if any, and the
dute the contract will be terminated in the event problems have not been comected withia the
sixty (60) day timeframe or such other time as agreed to by the parties. In the event that the
problems cannot reasonably be corrected within such sixty (60) day period, Contractor shall
have a reasonable time in which to affect a correction of such problems provided that the
contractor promptly and diligently proceeds to affect such correction. In the event this contract
is terminated s a result of Contractor's uncured breuch, the DPHSS/WIC will only reimburse
the Contractor for accepted work or deliverables received up to the date of lermination. In the
event this contract is terminated for cause, final payment to the Contractor may be withheld at
the discretion of the DPHSS/WIC until completion of final audit. Notwithstanding the ubove,
Contractor may be liable to DPHSS/WIC for DPHSS/WIC's damages, if any, arising as a result
of the uncured breuch or default. If it is determined that the Contractor was ot in default then
such termination shall be treated as a termination for convenience as described herein,

(a)(1) Default Immediate Termination. (DPHSSAVIC Contracts Threat To Health, Sufery.
Welfare of Persons Receiving Services) This contract is subject to immediate termination by
the DPHSS/WIC in the event that the DPHSS/WIC delermiines that the health, safevy, or welfare
of peesons receiving services may be in jeopardy. Additionally, the DPHSS/WIC may
immediately lerminate this contract upon verifying that the Contractor has engaged in or is
about to participate in fraudulent or other illegal acts.

(b) Contractor’s Duties. Notwithstanding termination of the contract and subject to any
directions from the government, the Contracior shall take timely, reasonable, and necessary
iction to prolect and preserve property in possession of Contractor in which DPHSS/WIC has
an interest.

Page 89 ot 117
Guam DPHSS WIC Res, 01.30.2021



DOPHSS 20 0144
Onlme Electrunic Benchits Taansfer Privessing Seniocs
Extensin Agneenwent

Bemvezn Guam DPHSS/WIC and CDP
Anzona HANDS Consaruum

(c) Compensation. Payment for completed services delivered and accepted by DPHSS/WIC
shall be at the contract price. Payment for the protection and preservation of properiy, if there
is any applicable to this Agreement, shall be in an amount agreed upon by the Contractor and
the Director of DPHSS; if the parties fail 1o agree, the Director of DPHSS shall set an amount
subject to the Contractor’s rights vnder Guam laws and regulations. DPHSS/WIC may
withhold from the amount due the Contractor, such sums as the Director of DPHSS deems to
be necessary to protect DPHSS/WIC against loss because of outstanding liens or claims of
former Jien holders and 1o reimburse DPHSS/WIC for the excess costs incurred in procuring
similar professional services.

{(d) Excuse for Nonperformance or Delayed Performance. Except with respect to defaults of
subcontractors, the Contractor shall not be in default by reason of any failure in performance
of this contract in accordance with its terms (mcluding any failure by the Contractor to make
progress in the prosecution of the work here under which endangers such performance) if the
Contractor has notified DPHSS/WIC within fifteen (15) days afier the cause of the delay and
the failure areses out of causes such as: acts of God; act of the public enemy; acts of and any
other gov ernmental entity in its sovereign or contractual capacity; fires; floods; epidemics;
quaran{ine restrictd m-, stikes or other lubor disputes; freight embargoes; or unusually severe
weather and telecommunication outages. If the failure to perform is caused by the failure of a
subcontractor to perform or to make progress, and if such tailure arises out of causes similar to
those set forth above, the Contractor shall not be deemed to be in default, unless the professional
services to be furnished by the subcontractor were reasonably obtainable from other sources in
sufficient time to permit Contractor (o meet the contract requirements. Upon request of
Contractor, DPHSS/WIC shall ascertain the facts and extent of such failure, and, if the Director
of DPHSS determines thai any failure to perform was occasioned by any one or more of the
excusable cuuses, and that, but for the excusable cuuse, Contractor’s progress and performance
would have met the terms of the contract, the delivery schedule shall be revised accordingly,
subject to the rights of DPHSS/WIC under the clause entitled “Termination for Convenience™.
As used in this clause the term “subcontractor” means subcontractor ot any lier,

(e) Erroneous Termination for Default, If, after notice of termination of Contracior's right to
proceed under the pravisions of this clause, it is determined for any reason that Contractor was
not in default under the provisions of this clause, or that the delay was excusable under the
provisions of this contract, the rights and obligations of the parties shall be the same as the if
the nolice of termination had been issued under the clause entitled “Termination for
Convenience”,
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(f) Additional Rights and Remedies. The rights and remedies provided in this clause are in
addition to any other rights and remedies provided by law or under the contrct.

Termination for Convenience.

(a) Termination for Convenience. DPHSS/WIC shall have the right to terminate this contract
by giving the Contractor at least one hundred eighty (180) days prior wrilten notice. If notice
is 50 given, this contract shall terminate on the expiration of the specified time period, and the
liability of the parties hereunder for further performance of the terms of this contract shall
thereupon cease, but the parties shall not be released from the duty to perform their obligations
up to the date of termination,

(b) Contractor’s Obligations. The Contractor shall incur no further obligations in connection
with the terminuted work and on the date set in the notice of termination the Contractor will
stop work to the extent specified. The Contractor shall also terminate outstanding orders and
subcontracts as they relate to the terminated work. The Contractor shall settle the liabilities and
claims arising out of the termination of subcontracts and orders connected with the lerminated
work. DPHSS/WIC muy direct Contractor o assign Contractor's right, title, and interest under
terminated orders or subconiractors to DPHSS/WIC. The Contractor must still complete the
work not terminated by the notice of termination and may incur obligations as are necessary to
do so.

(¢) Right to Deliverables and Supplies. DPHSS/WIC miay require the Contractor to transfer
title and deliver 10 DPHSS/WIC in the manner and to the exient directed by DPHSS/WIC
completed professional service deliverubles; and such partialty completed professiona! service
deliverables that may then exist, including, plans, drawings, information, and contract rights
(“deliverables™) as the Contractor has specifically developed, produced or specially acquired
for the performance of the terminated part of the contract. The Contractor shall, upon direction
of DPHSS/WIC, protect and preserve all intellectual property and other property; Contractor
may control or be in possession of, in which DPHSS/WIC has an inlerest in under this contract.

(d) Compensation When There Is A Termination for Convenience. Contractor shall submit
termination claim specifying the amounts due because of the termination for convenience
together with cost or pricing data to the extent required by 2 GAR Div. 4 §3118 {Cost or Pricing
Data) of the GAR bearing on such claim. If Contractor fails to file a termination claim within
one year from the effective date of termination, DPHSS/WIC may pay Contractor, if at all, an
amount set in accordance with this contract. DPHSS/WIC and Contractor may agree to a
setttement provided Coniractor as has filed 2 termination claim supported by cost or pricing
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data to the extent required by 2 GAR Div. 4 §3118 (Costs or Pricing Data) to the Guam
Procurement Regulations and that the settlement not exceed the total contract price plus
settlement costs reduced by payments previously made by DPHSS/WIC, the proceeds of any
sales of deliverables, supplies und materials under this contract, and the contract price of the
work not terminated.

The termination for convenience claim shall address and the DPHSS/WIC shall consider paying
the following costs, but not attorneys' fees:

* the contract price for performance of work, which is accepted by the DPHSS/WIC,
up to the effective date of the termination and other reasonable and necessary
remaining unpaid costs incurred by the Contracior in the performance of services
for which compensation of the Contractor was 1o occur over the course of the current
government of Guam fiscal year.

» reasonable and necessary costs incurred in preparing to perform the terminated
portion of the contract.

* reusonable profit on the compleied but undelivered work up to the date of
termination.

o costs of settling claims arising out of the termination of subcontracts or orders, not
10 exceed thirty (30) days® pay for each subcontractor.

» reasonable uaccounting, clerical, and olher costs arising out of the terminution
setliement.

In no event shull reimbursement under this clause exceed the contract amount reduced by
amounts previously paid by the DPHSS/WIC to the Contractor. Upon review of the
Contractor's cluim and determination of any disputes concerning the amount of
Contractor's claim and proof thereof, the DPHSS/WIC shall make payment to the
Contractor in the amount of the undisputed claim.

Termination for Finuncial Exigency.

Termination for Financial Exigency. DPHSS/WIC shall have the right to terminale this
contract for financial exigency by giving the Contracior at least thirty (30) days prior writien
notice. For the purposes of this provision, a financial exigency shall be a determination
made by the Disector of DPHSS based on the Guam legislature failure to fund this contract
or in the event the USDA FNA fails to funds DPHSS/WIC for this program. [f notice of
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such termination is so given, this contract shall terminate on the expiration of the time
period specified in the notice, and the liability of the parties hereunder For further
performance of the terms of this contract shall thereupon cease, but the parties shall not be
released from the duty to perform their obligations up to the date of termination. The
Contractor may submit a claim in the same manner as is set forth for the termination for
convenience claim above,

SECTION XII. MANDATORY GOVERNMENT QF GUAM CLAUSES

Disputes Resolution Clause. Absent complete ngreement under this contract, then the disputes
resolution clause of this contract shall apply.

(1) DPHSS/WIC and the Contractor agree to attempt resolution of all controversies which arise
under, or are by virtue of, this procurement and any resulting contract through muiual
agreement. [f the controversy is not resolved by mutual agreement, then the Contracior shall
request DPHSS/WIC in writing to issue a final decision within sixty days after receipt of the
wrntien request. H DPHSS/WIC does not issue a written decision within sixty days ufter written
request for a final decision, or within such longer period us may be agreed upon by the parties,
then the Contractor muy proceed as though DPHSS/WIC had issued u decision udverse to the
Contractor.

(ii) DPHSS/WIC shall immedialely furnish a copy of the decision to the Contructor, by certified
mail with a return receipt requested, or by any other method that provides evidence of receipt.

(iii) DPHSS/WIC's decision shall be final and conclusive, unless fraudulent or unless the
Contractor appeals the decision.

(iv) This subsection applies to uppeals of DPHSS/WIC's decision on 2 dispute. For money
owed by or to DPHSS/WIC under this coniract, the Contractor shali appeal the decision in
accordance with Guam's Government Claims Act by initially filing a claim with the Office of
the Atiorney General no later than eighteen (18) months after the decision is rendered by
DPHSS/WIC or from the dute when a decision should have been rendered. For all other claims
by or against DPHSS/WIC urising uader this contract, the Guam Office of the Public auditor
has jurisdiction over the appeal from the decision of DPHSS/WIC. Appeals 10 the Office of
the Public Auditor must be made within sixty (60) days of the government’s decision or from
the date the decision should have been made.
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{v) The Contractor shull exhaust all administrative remedies before filing an action in the
Superior Court of Guam in accordance with applicable jaws.

(vi) The Contractor shall comply with DPHSS/WIC's decision and proceed diligeatly with
performunce of the contract pending final resolution by the Superior Court of Guam of any
controversy arising under, or by virlue of, the contract, except where Contructor claims a
material breach of the contract by DPHSS/WIC. However, if DPHSS/WIC determines in
writing that continuation of professional services under the contract is essential 1o the public’s
health or safety, then Contractor shall proceed diligently with performance of the contracs
notwithstanding any claim of material breach by DPHSS/WIC.

Claims Against DPHSS/WIC. The Government Claims Act (5 GCA §6101, et seq.) applies only with
respect to claims of money owed by or 1o DPHSS/WIC under the contract. The Contractor consents
to the jurisdiction of and the forum of the courts of Guum with respect o any claims subject to the
Guam Claims Act. The Contructor waives any and all rights it may otherwise have o contest the same
or to proceed in a different jurisdiction or forum. For a copy of the Guam Claims Act, please visit the
web site of Guam’s Compiler of Laws. http://w w w.guamcourts.ore/CompilerolLaw v/inde html.

Physical Liability. If it becomes necessary for the Contractor, either as principal, agent, or employee,
to enter upon the premises or property of the government of Guam in order 1o perform professional
services, construct, erect, inspect, make delivery or remove property under the contract, the Contractor
ugrees 10 lake, use, provide and make all proper, necessary and sufficient precautions, safeguards and
prolections ugainst the occurrence of any accidents, injuries, or damage 1o any person or property
during the progress of the professional services or work that is part of this contract, and to be
responsible for, and to indemnify and save harmless the government of Guam from paymeni of all
sums of money by reason of all or any such accidents, injuries or damages that may occur upoa or
about such services or work, and fines, penalties and the loss incurred for or by reason of the violation
of ordinance, regulations, or the luws of Guam or the Federal government, while the services are being
performed or work is in progress.

Liability. Contractor assumes responsibility for its personnel providing services hereunder and wil)
make all deductions for social security and withholding taxes and for contributions to employment
compensation funds and shall maintain at Contractor’s expense all necessary insurance for its
cmployees including but not limited to worker’s compensation and liability insurance for each
employee. Contractor is responsible for paying its Business Privilege Tax (BPT) on payments received
under the contract. [f any work is o be performed on Guam, then Contractor may be subject to Guam
Income Taxes as well as all other applicable taxes on Guam transactioas. Specific information on
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Guam taxes may be obtained from the Director of the Department of Revenue and Taxation,
Government of Guam, PO Box 23607, GMF Guam 96921.

Non-Resident Tax Withholding. A nonresident person without a valid Guam business license residing
outside of Guam, shall be subject to u withholding assessment, the equivalent of the Guam BPT, which
shail be the equal to four percent (4%) of the total value of a contract awarded by all government of
Guam contracts for professional services us a cost of doing business with the government of Guam.
See P.L. 33-166 (effective June 30, 2016) codified at |1 G.C.A. Chapter 71 Section 71114,

Licensing. The Contractor shull maintain all professional certifications and business licenses
applicable to its profession, professional development und us to its scope of work/scope of services
under this contract.

Ethicu! Standards. With respect ta this contract and any other contract that the Contractor may have,
or wish to enter into, with any government of Guam agency, the Contractor represents that it hus not
knowingly influenced, and promises that it will not knowingly influence, any government employee to
breach any of the ethical standards set forth in the Guam Procurement Law and in any of the Guam
Procurement Regulations.

Prohibition against Gratuities and Kickbacks. With respect to this contract and any other contract that
the Contractor may have or wish 10 enter into with any government of Guam agency, the Contractor
represents that it hus not violated, is not violating, and promises that it will not violate the prohibition
against grutuities and kickbacks set forth in the Guam Procurement Regulations.

Prohibition ugainst Contingent Fees. The Contractor represents that he has nol retained any person or
dagency upon an agreement or understanding for a percenlage, commission, brokerage, or other
contingent arrungement, except for retention of bona fide employees or bona fide established
commerciul selling agencies, to solicit or secure this contract or any other contract with the government
of Guam or its agencies.

Restriction on Employment of Sex Offenders. The Contracior warrants that no person in his
employment who has been convicted of u sex offense under the provisions of Chapter 25 of Title 9 of
the Guam Code Annotated, or convicled of an offense defined in Article 2 of Chapter 28 of Title 9 of
the Guam Code Annotated regardless of the jurisdiction in which the conviction was obtained, shatl
provide services on behalf of Contractor relative to this contract on governmeat of Guam property;
with “government of Guam property™ for the purposes of this clause in this professional service
contract also including; * any place that the Contractor, of its subcontractor have contact with the
people of Guam as part of the professional services being rendered”. If any person employed by the
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Contractor and providing professional services under this contract is convicted subsequent to the
parties entering into this contract, then Contractor warrants that it will notify DPHSS/WIC of the
conviction within twenty-four hours (24) of the conviction, and will immediately remove such
convicled person from providing professional services under this contract. If Contractor is found 1o be
in violation of any of the provisions of this paragraph, then DPHSS/WIC shall give notice to Contractor
to take corrective action. The Contractor shall take corrective action within twenty-four hours of notice
from the government, and the Contractor shall notify the government when action has been taken. If
the Contractor fails to take corrective sieps within twenty-four hours (24) of notice from DPHS/WIC,
then DPHSS/WIC in its sole discretion may suspend the contract temporarily.

Claims Based on the Director of DPHSS's Actions of Omissions.

Notice of Claim. If any action or omission on the parnt of the Director of DPHSS, or designee
of such officer, requiring performance changes within the scope of the contract canstitutes the
basis for a claim by the Contractor for additional compensation, damages, or an extension of
time for completion, the Contractor shall continue with performance of the contract in
compliance with the directions or orders of such officials, but by so doing, the Contractor shall
not be deemed to have prejudiced any claim for additional compensation, damages, or an
extension of time for completion; provided: (a) the Contracior shall have given written notice
1o the Director of DPHSS, or designec of such officer: (i) prior to the commencement of the
work involved, if at thal time Contractor knows of the occurrence of such action or omission:
(ii) within thirly (30) days afier Contractor knows of the occurrence of such action or omission,
if Contractor did not have such knowledge prior to the commencement of the work; or (iii)
within such further time as may be allowed by the Director of DPHSS in writing. (b) This notice
shall state that Contractor regards the act or omission as a reason which may entitle Contractor
to additional compensation, damages, or an extension of time. The Director of DPHSS or
designce of such officer, upon receipt of such notice, may rescind such action, remedy such
omission, or take such other sieps us may be decmed advisable in the discretion of the Director
of DPHSS or designee of such officer. The notice required above should describe as clearly as
praclicable, at the time it is given, the reasons why Contractor believes that additional
compensation, damages, or an extension of time may be remedies to which Contractor is
catitled; and (c) Contractor maintains and, upon request, makes available o the Director of
DPHSS within a reasonable time, detailed records 1o the extent practicable, of the claimed
additional costs or busis for an extension of time in connection with such changes.

Limitations of Clause. Nothing herein conlained, however, shall cxcuse the Contractor from
compliance with any rules of law precluding any government of Guam officers and employees
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and any subcontractor, from acting in cotlusion or bad fuith in issuing or performing change
orders which are clearly not within the scope of the contract,

Adjusiment of Price. Any adjustment in the contract price made pursuant to this clause shali
be determined in accordance with the terms of this contract and the laws and regulations of
Guam,

Technology Access for Blind or Visually Impaired. In the event there is a purchase of information
lechnology equipment or software, Contractor acknowledges that no government funds may be
expended for the purchuse of information technology equipment and software for use by employees,
program purticipunts, or members of the public unless it provides blind or visually impaired individuals
with uccess, including interactive use of equipment and services, that is equivalent to that provided to
individuals who are not blind or visually impaired.

Electronic Data Protection Act of 2012. The Contractor acknowledges that any digital copier machine
or digitul copier machine services must be fully compliant with 5 GCA Chapter 14; and shall include
equipment or software that eruses storage media.

Nondiscrimination in Employment. Contractor agrees: i) not to discriminate in any manner against an
employee or applicant for employment because of race, color, religion, creed, age, sex, marital status,
national origin, ancestry, age, or physical or mental handicap unrelated in nature and extent 5o as
reasonably 1o preclude the performance of such employment; (if) to include a provision similar to that
in Subsection (i) above in any subcontract except a subcontract for standard commercial supplies or
raw materials; and (iii) 1o post and to cause subcontructors to post in conspicuous places available to
employees and applicants for employment, notices setting forth the substance of this clause.

Assignments. This Agreement or any sums due 1o the Contractor may not be assigned without the
prior approval of DPHSS/WIC, which approval will not unreasonably be withheld by DPHSS/WIC.

Omissions. In the event that DPHSS/WIC or the Contractor discovers any material omission in the
provisions of Lhe contract thai is believed to be essential to the successful performance of the contract,
each may so inform the other in writing and DPHSS/WIC and Contractor shall, therefore, promplly
negotiate in good faith with respect to such matters for the purpose of making such rcasonable
adjustments as may be necessary to perform the objective of the contract.

Savings. DPHSS/WIC and the Contractor acknowledge the possibility that substantial changes in
federal and locul laws and regulations applicable to the contract could occur and expressly agree to
modify and amend the coniract as necessary to comply with such changes.
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Governing Law. The validity of this contruct and of any of its terms or provisions, as well as the rights
and duties of the purties o this contract, shali be governed by the laws of the government of Guam.

Government of Guam not Liable. DPHSS/WIC assumes no liability for any accident or injury that
may occur 1o the Contractor, his or her agents, dependents, or personal property while in route to or
from DPHSS/WIC or during any travel mandated by the terms of this conteact. DPHSS/WIC shall not
be liable to Contractor for any work performed by the Contractor prior to the approval of the contract
agreement by the Governor of Guam, and the Contractor hereby expressly waives any and all claims
for professional services performed in expectation of the contract prior (o its approval by the Governor
of Guam,

Independent Contructor Status. The Contractor understands that its relationship with DPHSS/WIC is
#n us an independent consultant or the Contractor, and not us sn employce of the government. No
employee benefits such as insurance coveruge, purticipation in the government retirement system, or
accumulation of vacation or sick leave shall accrue to the offeror or its individual cmployees, if any.
Except for the Non-Resident Tux Withholding above, no type of tax will be withheld from payments
made to the awarded offeror.

Litigation. The Contractor shall within fifteen (15) calendar duys after it receives service of a
summons, complaint, or other pleading which has been filed in uny federal or local court or
administrative agency notify the DPHSS/WIC that it is a party defendant in a case which involves
services provided under this contract. The Contractor shall deliver copies of such document(s) to the
Atorney General of Guam. The term "litigation” includes an assignment for the benefit of creditors,
and filings in bankrupicy, reorganization and/or foreclosure.

SECTION XIII. INSURANCE - LIMITATION OF LIABILITY

Insurance. The Contractor shal! procure and maintain in effect Workers Compensation, Insurance,
Automobile Insurance and ali insurance coverage required in CRT051731 (Commercial General
Liability. Technology Errors and Omissions, Network Security (Cyber) and Privacy) for the
professionul services sct forth in this Agreement. The Contractor shall provide centificates of such
insurance 1o DPHSS/WIC when required and shall immediately report in writing to the Director of
DPHSS/WIC any insurance claims filed.

(i) Workers Compensation Insurance. Workers' Compensation Insurance that covers all employees of
Contractor working in any capacity in the Contractor’s services under this contract, in the amount as
required by Guam law.

(i) Automobile Insurance. Contractor shall be responsible to provide automobite insurance for
employees with comprehensive form and include coverage for owned vehicles.
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Contractor and subcontractors shall procure and maintain untit all of their obligations have been
discharged, including any warranty periods under this Contract, ure satisfied, insurance against claims
for injury to persons or dumage to property which may arise from or in connection with the performance
of the work hereunder by Contractor, its agents, representatives, employees or subcontraciors.

The insurance requirements set forth herein are minimum requirements for this Contract and in no way
limit the indemnity covenants contained in this Contract. DPHSS/WIC, and the government of Guam
in no way warrant that the minimum limits contained herein are sufficient to protect Contractor from
liabilities that might arise out of the performance of the work under this contract by Contractor, its
agents, representatives, employees or subcontractors, and Contracior is free to purchase additional
insurance,

.1 MINIMUM SCOPE AND LIMITS OF INSURANCE: Contractor shall pravide
coverage with limits of liability not less thar those stuted below.

1.1.I Commercial General Liability - Occurrence Form

LIt Policy shall include bodily injury, property damage, personal and
advertising injury and broad form contractual liability coverage,

LLLLI General Agaregate $2,000,000
L1112 Products — Completed Operations Aggregate $1,000,000
L1113 Personal and Advertising Injury $1,000,000
1.1.1.1.4 Damage to Rented Premises $ 50,000
LL1AS Each Occurrence 51,000,000

1.1.2 Technology Etrors and Omissions Insurance
1.1.2.4 Each Claim $2,000,000
Annual Aggregate 52,000,000
Caverage to include:
Syslems analysis;
Software design;
Sysiems programming;
Data processing;
Systems integration;
Ouisourcing including outsourcing development and design;
Systems design, consulling, development and modification:
Training services relating to computer software or hardware;
Management, repair and mainienance of computer products,
networks and systems;
1.1.2.3.10 Marketing, selling, servicing, distributing, installing and
maintaining computer hardware or software; and

g5 . . .
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1.1.2.3.11 Data entry, modification, verification, maintenance, storage,
retricval or prepuration of data output.
.1.24 [n the event that the professional liability insurance required by this

Contract is written on a claims-made basis, Contracior warrants that
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any retrouclive date under the policy shalt precede the effective date
of this Contract: and that either continuous coverage will be

maintained or an extended discovery period will be exercised for a
period of two (2) years beginning at the time work under this

Contruct is completed,

1.1.2.5 The policy shall cover professional misconduct or luck of ordinary
sKill for those positions defined this Contract.

1.1.2.6 Shall include or be endorsed (Blanket Endorsements are not
ucceplable) to include, the following provisions:

1.1.2.6.1 Contractor’s policies shall stipulate that the insurance afforded

Contractor shall be primary insurance and that any insurance carried

by DPHSS/WIC and the government of Guam, their agents,

officials, employees shall be excess and not contributory insurance.
1.1.2.6.2 Coverage provided by Contractor shall not be limited to the liability

assumed under the indemnification provisions of this Contract.

{ii1) Network Security (Cyber) and Privacy Liability. Contractor shall be responsible to provide
network security (cyber) und privacy libility insurance:

Each Claim 52,000,000

Annual Aggregate $2,000,000

Such insurance shall include, but not be limited to, coverage for third party claims and losses
with respect to network risks (such as data breaches, unauthorized access or use, ID theft, thefi
of diatu} and Invasion of privacy regardless of the type of media involved in the loss of private
Information, crisis manugement and identity theft response costs. This should also include
breach notification costs, credit remediation and credit monitoring, defense and claims
expenses, regulatory defense costs plus fines and penalties, cyber extortion, computer program
and electronic data restoralion expenses coverage (data assel protection), network business
interruption, computer fraud coverage, and funds transfer loss.

In the evemt that the Network Security and Privacy Liability Insurance required by this
Contract is writien an a claims-made basis, Contractor warrants that; any retrouctive date
uader the policy shall precede the effective date of this Contract und, either continuous
coverugc will be muintained, or an extended discovery period will be exercised for a period
of two (2) yeurs beginning at the lime work under this Contract is completed.

(iv) The insurunce requirements set out ubove apply to all of the Contractor’s subcontractors. The
Contractor agrees to ensure that its subcontractors meet these insurance requirements, DPHSS/WIC
has the right to revicw any of the Contraclor's sub-contractor insurance certificates,

Limitation of Liability.
Limitation of Liability. Contractor's liability for damages to DPHSS/WIC for any because
whatsoever is limited 1o Two Million Dollars ($2,000,000.00) except for liability arising out of
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or related to: cluims for personal injury, including death, or dumage to real property or tangible
or intangible personul property arising from the negligence, reckless conduct or intentional acts
of Contractor, its Officers, Employees or Agents. CONTRACTOR WILL NOT BE LIABLE
FOR CONSEQUENTIAL, INCIDENTAL, INDIRECT, OR SPECIAL DAMAGES, EXCEPT
FOR LIABILITY TO THIRD PERSONS ARISING OUT OF OR RELATED TO CLAIMS
FOR PERSONAL INJURY, INCLUDING DEATH, OR DAMAGE TO REAL PROPERTY
OR TANGIBLE OR INTANGIBLE PERSONAL PROPERTY ARISING FROM
NEGLIGENCE, RECKLESS CONDUCT OR INTENTIONAL ACTS OF CONTRACT OR,
ITS OFFICERS, EMPLOYEES, OR AGENTS.

For avoidance of doubt, the limitation of liability outlined above does not alter or limit the
insurance coverage required in this Agreement.

SECTION X1V. MISCELLANEQUS

Sovereign Immunity. The Territory of Guam was established by act of the U.S. Congress and is a
sovereign entity. Guam's sovereign immunity is only waived to the extent it is expressly waived by
Guam’s Legislatare, See 48 U.S.C. §1421(a). Guam waives iis sovereign immunity in § GCA Chapter
6 Government Claims Act, and in 5 GCA Chapter 5 § 5480. The government of Guam and
DPHSS/WIC, a line agency of the government of Guam, do not waive sovereign immunity by eniering
into this Agreement and specifically retain all immunities and defenses available to them as sovereigns.
Designations of venue, choice of law, enforcement action, and similar provisions should not be
construed us a waiver of sovereign immunity. The parties agree that any ambiguity in this Agreement
will nol be strictly construed, cither against or for either party, except that any ambiguity as to sovereign
immunity will construed in favor of sovereign immunity,

Scope of Agreement. This Agreement supersedes uny and all other agreements, either oral or in
wriling, between the purties hereto with respect to the retainment of the Contractor by DPHSS/WIC,
and contains all of the covenanis and ugreements between the parties with respect to such retainment
in any manner, whatsoever. Each party to this Agreement acknowledges that no representation,
inducements, promises or agreements, orally or otherwise, have been made by any party, or anyone
acting on behalf of any parties, which are not embodied herein, and that no other agreement, stalement,
or promise not contained in this Agreement shali be valid or binding. Any modification of this
Agreement will be effective only if it is in writing signed by the party to be charged. For the purposes
of this parugraph und the entire Agreement the signature of the Governor is the only signature that will
bind DPHSS/WIC.

Integration. The contract shall supersede any and all other prior agreements, either oral or in writing,
between the parties with respect to the retainer of the Contractor, and contains all the covenants and
agreements between such parties with respect to the retainer in any manaer whatsoever. Each party to
the contract shall acknowledge that no agreements otherwise have been made by any party, or anyone
acting on behalf of any party, which are not embodied within the contract, and that no other agreement,
statement, or promise not contained in the contract will be valid or binding.
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General Compliance with Laws. The Contractor shall comply with ail federal and local laws and
rcgulations applicabte to the professional services performed.

Survival. Al warranties, intellectual property rights, confidentiality obligations and indemnification
clauses shall be deemed to have been relied upon the other party, and shall survive completion of this
contact and shall not merge in the performance of uny pany hereto.

Severable Provisions. If any provision of the contract shall be decmed by a court of competent
jurisdiction to be invalid, then such provision shall be deemed stricken from the contract and the
contract shall be enforced according 1o its valid and subsisting terms and provisions.

Waiver. No waiver by any purty on any occasion shall be construed as u bar or waiver of any right or
remedy on any future occasion.

Representatives,  DPHSS/WIC's representative for administration of this Agreement is: Charles H.
Morris, MPH, RD, LD Administrator, Bureau of Nutrition Services Department of Public Health and
Social Services, Guum DPHSS/WIC Program Buitding 15-6100, Mariner Avenue Barrigada, Guam,
96913-1601. The representative for the Contractor for administration of this Agreement is: Kelly
Pralle, CFO. Custom Data Processing. Inc. 1408, South Joliet Road, Romeoville, illinois 604-46. In
the event that different representatives are designated by either party afier execulion of this Agreement,
notice of the name and address of the new representative will be given in writing to the other party.

Nondiscrimination. The Contractor during the performance of this contract shalt not discriminate
aguinst any pesson on the basis of race, color, national origin, age, sex, religion and handicap, including
Acquired Immune Deficiency Syndrome (AIDS) or AIDS related conditions. The Contractor during
the performance of this contract shull not exclude from participation in, or deny benefits to any
qualificd individual with a disability, by reason of such disability. Any person who thinks he/she has
been discriminated against as related to the performance of this contract has the right to assert a claim
in a court of competent jurisdiction.

“Americans with Disabilitics Act: This Act (28 CFR Purt 33, Title [1. Subtitle A) prohibits

discrimination on the basis of disability in all services, programs. and activities provided to the public
by Sate und local governments, except public transportation services.

Drug Free Workpluce Sustement: The Federsal government implemented the Drug Free Workpluce
Act of 1988 in an attempl to address the problems of drug abuse on the job. i is a fact that

.

e
and are more likely to mmggrogrmle funds or services, From this perspective, the drug abuser may

endonger other employees, the public at large, or themselves. Damage to property. whether ownped
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by this entity or not. could result from drug abuse on the job. All these actions might undermine

public confidence in the services this entity provides. Therefore. in order to remain a responsible
source for government contracts, the following puidelines have been adopted:

i, The unlawful manufacture. distribution, dispensation, possession or use of a controlled

substance is prohibited in the work place.

service.

b. __ Employees must notify their employer of any conviction of a criminal drug statue no later than

five days after such conviction.

c._ Althousgh alcohol is c g s :
DPHSS/WIC Program that abuse of this drug will also not be tolerated in the workplace.

Contractors of federal agencies are required to certify that they will provide drug-free workpluces for

their employees.

The federal government reserves a rovalty-free, non-exclusive, snd irrevocable license to reproduce.
publish, or otherwise use, and to authorize others to use, for federal government purposes, the

copyrightin any work developed under a grant, sub-grant, or contract upder a granl or sub-grant or

any rights of capyright to which a contractor purchases cwnership.

Federal Funds. The Contractor acknowledges that the Uniform Administrative Requirements, Cost
Principles, und Audit Requiremenis in 2 C.F.R. Part 200, us adopted and supplemented by the United
States Department of Agriculure (USDA) 2 C.F.R. Part 200, Subtitle B Chapter IV, apply to this
contract in addition o any requirements set forth by USDA FNS with regard to its award of funding to
DPHSS/WIC. DPHSS/WIC is a “state” within the meaning of 2 C.F.R. §200.317 and follows the
policies and procedures it uses for procurements from its non-Federal funds, and in compliance with
$200.317 utilizes the auached appendices in its vendor contracts, which individually signed, dated and
ceriified by its vendors, and incorporated herein as if fully rewritten. DPHSS/WIC vendors were
applicable also therein agree to flow through where applicable the provisions to their subcontractors.

Appeadix [T 1o Part 200—Contract Provisions for Non-Federal Eatity Contracts Under Federal Awards

In addition to other provisions required by the Federal agency or non-Federal entity, all contracts made
by the non-Federal entity under the Federal award must contain provisions covering the following, as
applicable.

(A) Contracts for more than the simplified acquisition, which is the inflation adjusted amount
determined by the Civilian Agency Acquisition Council and the Defense Acquisition Regulations
Council (Councils) as authorized by 41 U.S.C. 1908, must address administrative, coniractual, or legal
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remedies in instances where contractors violate or breach contract terms, and provide for such sanctions
and penalties as appropriate.

(B) All contracts in excess of $10,000 must address termination for cause and for convenience by the
non-Federal entity including the manner by which it will be affected and the basis for settlement.

(C) Equal Employment Opportunity. Except as otherwise provided under 41 CFR Part 60, ull contricts
that meet the definition of “federally assisted construction contruct” in 41 CFR Part 60-1.3 must include
the equal opportunity clause provided under 41 CFR 60-1.4(b}, in accordance with Executive Order
11246, “Equal Employment Opportunity” (30 FR 12319, 12935, 3 CFR Part, 1964-1965 Comp., p.
339), as amended by Executive Order 11375, *Amending Executive Order 11246 Relating 1o Equal
Employment Opportunity,” and implementing regulations at 41 CFR part 60, “Office of Federal
Contract Compliance Programs, Equa) Employment Opportunity, Department of Labor.”

(D) Davis-Bucon Aci, as amended (40 U.S.C. 3141-3148). When required by Federal program
legislation, ull prime construction contracis in excess of 52,000 awarded by non-Federal entities must
include a provision for compliance with the Davis-Bacon Act (40 U.S.C. 3141.3144, and 3146-3148)
as supplemented by Department of Labor regulations (29 CFR Part 5, “Labor Standards Provisions
Applicable to Contracts Covering Federally Finunced and Assisted Construction™). In accordance with
the statute, contructors must be required 1o puy wages to laborers and mechanics at a rate not less than
the prevailing wages specified in a wage determination made by the Secretary of Labor. In addition,
contractors must be required to pay wages not less than once a week. The non-Federal entity must place
a copy of the current prevailing wage determination issued by the Department of Labor in each
solicitation. The decision to award a contract or subconiract must be conditioned upon the acceptance
of the wuge determination. The non-Federal entity must report all suspected or reported violations to
the Federal uwurding agency. The contracts must also include a provision for compliance with the
Copeland “Anti-Kickback™ Act (40 U.S.C. 3145), as supplemented by Department of Labor regulations
(29 CFR Part 3, “Contractors and Subcontractors on Public Building or Public Work Finunced in
Whole or in Part by Louns or Grants from the United States™). The Act provides that each contractor
or subrecipient must be prohibited from inducing, by any means, any person employed in the
construction, completion, or repair of public work, 1o give up any part of the compensation 1o which
bie or she is otherwise entitled. The non-Federal entity must report all suspected or reported violations
to the Federal swarding agency.

(E) Contract Work Hours and Safely Standards Act (40 U.S.C. 3701-3708). Where applicable, all
contracts awarded by the non-Fedesul entity in excess of $100,000 that involve the employment of
mechunics or faborers must include a provision for compliance with 40 U.S5.C. 3702 and 3704, as
supplemented by Department of Labor regulations (29 CFR Part 5). Under 40 U.S.C. 3702 of the Act,
each contractor must be required to compute the wages of every mechanic and laborer on the basis of
a stundard work week of 40 hours. Work in cxeess of the standard work week is permissible provided
that the worker is compensated at a rate of not less than one and a half times the basic rate of pay for
all hours worked in excess of 40 hours in the work week. The requirements of 40 U.S.C. 3704 are
applicable to construction work and provide that no laborer or mechanic must be required 1o work in
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surroundings or under working conditions which are unsanitary, hazardous or dangerous. These
requirements do not apply to the purchases of supplies or materials or articles ordinarily available on
the open market, or contracts for transportation or transmission of intelligence.

(F) Rights to Inventions Made Under a Contract or Agreement, If the Federal award meets the
definition of “funding agreement™ under 37 CFR §401.2 (a) and the recipient or subrecipient wishes to
enter into a contruct with a small business firm or nonprofit organization regarding the substitution of
parties, assignment or performance of experimental, developmental, or research work under that
“funding ngreement.” the recipient or subrecipient must comply with the requirements of 37 CER Part
401, “Rights to Inventions Made by Nonprofit Organizations and Small Business Firms Under
Government Grants, Contructs and Cooperative Agreements,” and any implementing regulations
issued by the awarding agency.

{G) Clean Air Act (42 U.S.C. 7401-7671q.) und the Federal Water Pollution Control Act (33 U.S.C.
1251-1387), as umended-—Contracts and subgrants of amounts in excess of $150,000 must contain
provision that requires the non-Federal award to agree to comply with all applicuble stundards, orders
or regulutions issued pursuant to the Clean Air Act (42 U.S.C. 7401-7671q) and the Federul Water
Pollution Control Act us amended (33 U.S.C. 1251-1387). Violations must be reported to the Federal
awarding agency and the Regionul Office of the Environmental Protection Agency (EPA).

(H) Debarment und Suspension (Executive Orders 12549 und 12689)—A contract award (see 2 CFR
180.220) must not be made 1o parties listed on the government wide exclusions in the System for Award
Management (SAM), in accordance with the OMB guidelines at 2 CFR 180 that implement Executive
Orders 12549 (3 CFR pant 1986 Comp., p. 189) and 12689 (3 CFR part 1989 Comp., p. 235),
“Deburment and Suspension.” SAM Exclusions contains the names of parties debarred, suspended, or
otherwise excluded by agencies, as well as parties declared ineligible under statutory or regulatory
authority other than Executive Order 12549,

(1) Byrd Anti-Lobbying Amendment (31 U.S.C. 1352)—Conteactors that apply or bid for an award
exceeding $100,000 must file the required certification. Each tier certifies 1o the tier above that it will
not and has not used Federal appropriated funds to pay any person or organization for influencing or
atlempting to influence an officer or employee of any agency, a member of Congress, officer or
cmployee of Congress, or un employee of o« member of Congress in connection with obtairing any
Federal contract, grant or any other award covered by 31 U.5.C. 1352. Each tier must also disclose any
lobbying with non-Federal funds that takes place in connection with obtaining any Federal award. Such
disclosures are forwarded from tier 1o tier up 1o the non-Federal award.

(J) See §200.323. Contract cost and price.

(a) The non-Federal entity must perform a cost or price analysis in connection with every
procurement action in excess of the Simplified Acquisition Threshold including contract
madifications. The method and degree of anulysis is dependent on the facts surrounding the
particular procurement situation, but as a starting point, the non-Federal entity must make
independent estimates before receiving bids or proposals.
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(b) The non-Federal entity must negotiate profit as a separate element of the price for each
contract in which there is no price competition and in all cases where cost analysis is performed.
To establish a fair and reasonable profit, consideration must be given to the complexity of the
work to be performed, the risk borne by the contructor, the contractor's invesiment, the amount
of subcontracting, the quality of its record of past performance, and industry profit rates in the
surrounding geographical area for similar work,

(c) Costs or prices bused on estimated costs for contracts under the Federal award are allowable
only to the extent that costs incurred or cost estimates included in negotiated prices would be
allowable for the non-Federal entity under Subpart E—Cost Principles of this part. The non-
Federal entity may reference its own cost principles that comply with the Federal cost
principles.

(d) The cost plus a percentuge of cost and percentage of construction cost methods of
contracting must not be used.

(K) See §200.216. Prohibition on certain telecommunications and video surveillance services or
equipment,

(a) Recipients and subrecipients are prohibited from obligating or expending loan or grant funds
to:

(1) Procure or abtain;
(2) Extend or renew a contract to procure or obtain; or

(3) Enter into a contract (or exiend or renew a contract) 0 procure or oblain equipment,
services, or systems that uses covered telecommunications equipment or services as a
substantial or essential component of any system, or as critical technology us part of any system.
As described in Public Law [15-232, section 889, covered telecommunications equipment is
telecommunications cquipment produced by Huawei Technologies Company or ZTE
Corporation {or any subsidiary or affiliate of such entities).

(1) For the purpose of public safety, security of government fucilities, physicul security
surveitlance of critical infrastructure, and other national securily purposes, video surveillance
and telecommunications equipment produced by Hyters Communications Corporation,
Hangzhou Hikvision Digital Technalogy Compuny, or Duhua Technology Company (or any
subsidiary or affiliate of such entities).

(i) Telecommunications or video surveillance services provided by such entities or using such
cquipment.

(iti) Telecommunications or video surveillunce equipment or services produced or provided by
an enlity that the Sccretary of Defense, in consultation with the Director of the National
Intelligence or the Director of the Federal Bureau of Investigation, reasonably believes to be an
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entity owned or controlled by, or otherwise connected to, the government of a covered foreign
country.

(b) In implementing the prohibition under Public Law 115-232, section 889, subsection (f.
paragraph (1), heads of executive agencies administering loan, grant, or subsidy programs shall
prioritize availuble funding and technical support to assist affected businesses, institutions and
organizations as is reasonably necessary for those affected entities to transition from covered
communications equipment and services, to procure replacement equipment and services, and
to ensure that communications service (o users and customers is sustained.

{c) See Public Law 115-232, section 889 for additional information.
(d) See also §200.471.

(L} See §200.322. Procurement of recovered materials. A non-Federal entity that is « state agency or
agency of o political subdivision of a state and its contractors must comply with section 6002 of Lhe
Solid Waste Disposal Act, as amended by the Resource Conservation and Recovery Act. The
requirements of Section 6002 include procuring only items designated in guidelines of the
Environmental Protection Agency (EPA) at 40 CFR part 247 that contain the highest percentage of
recovered malerials practicable, consistent with maintaining a satisfactory level of competition, where
the purchase price of the item exceeds $10,000 or the value of the quantity acquired during the
preceding fiscal year exceeded $10,000; procuring solid waste management services in a manner that
maximizes energy and resource recovery; and establishing an affirmative procurement program for
procurement of recovered materials identified in the EPA guidelines.
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Attachment A — Cost Sheet for Guam

Monthly operating costs are caleufated by multiplying the Cost Per Case Manth (CPCM) (will be based on
the tier pricing for the combined active houscholds for all WIC Agencics in the Consortium) by the aumber
of houschulds served (for the panicular WIC Agency) for the month, plus the total trunsaction fees each
munth for Guam {irnsaction fec multiplicd by the number ol POS terminal transactions).

| Unit of Mcasure [ Cost
Cost Per Cosc Month (CPCM) - Monihly
Active Houschaolds Less than 50,000 | $1.03
50,001 - 75,000 $0.78
75,001 - 100.000 | $0.65
100,001 -
125,000 $0.57
125,001 -
150,000 $0.53
150,001 and
higher $0.52
Per POS
POS Terminal Transaction Fee {Guam) - Monthly trapsaciion $0.277
Equipment - Per Reguest
Clinic PIN Sclection Terminal 1-99 $143.00
100-199 Si43.00
200-299 140,00
300-39Y $138.00
400-499 5135.00
500 and higher $130.00
Disaster Senvices Per disaster event | $30,000.00
Additional Stund-beside POS Terminal Equipment—
Per Reguest
POS Terminal Conlieuration and Deployment Guam Per POS terminal | $155.00
POS Terminal Shipping Guam per Courier Per POS lerminal | $0.00
Stond-beside POS Terminal Recurring Charges—
Monthly
Monthly Service Fee - Stand-beside POS Lease Per POS ierminal | $30.00
Optional Services - Per Reques
Training HR/Per hour 5105.00
Busincss Analyst HR/Per hour $115.00
Project Manager HR/Per hour $125.00
Technical Suppon HR/Per hour $430.00
Developer HR/Per hour 5110.00
Travel to Islands
Travel to Islands {1 trip for 5 days, per person) | Each | $20,000.00
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EXHIBIT 1 {Summary)

The Total Aggregate Amount for this agreement is not to exceed the following Anticipated / Estimated

amount by contract calendar year:
Year One — March 1, 2021 through February 28, 2022 — $130,686.80.
Year Two —March 1, 2022 through February 28, 2023 - $130,686.80.
Year Three — March 1, 2023 through February 28, 2024 - $130,686.80.
Year Four — March 1, 2024 through February 28, 2025 - $130,686.80.
Year Five — March 1, 2025 through February 28, 2026 - $130,686.80.

Total Contract Cost; $653,434.00

Acting Administrator

Bureau of Nutrilion Services

Department of Public Health and Social Services

/ 30/{&:1/

Date
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EXHIBIT 1
(Estimated Federal Funds to be available. Estimated Cost/Price of not to exceed amount of ha
EBT CONTRACT BETWEEN DPHSS/WIC AND CDP
COST BREAKDOWN
Contract Term: March 1, 2021 through February 28, 2026

contract)

FyY2021: March 1, 2021 through Seplember 30, 2021 (7 months)
Cost Per Case Month (CPCM) - Monthly (Based on the tier pricing for the combined active households
for all WIC Agencies in the Consortium by the number of households served, far the particular WIC

Agency, for the month )
Monthly Cost Annual Cost

Aclive Households 75,001 - 100,000 $0.65
- Estimate Active Housghald for Guam 4.300 $2795.00 $19,565.00
POS Transaction Fee {(Guam) s0xn $2.963.90 $§20,747.30
- Estimate Aclive Household for Guam 10 700

Sub-Total Annual Cost §5,758 80 540,312.30| 540,312.301

[OPTIONAL
Equipment (Per Requesl)
- Clinic PIN Selection Terminal $145.00 x5 572500
- POS Terminal Canliguration & $15500 x5 $775.00
Deployment
- POS Shipping Guam Per Courier $0.00 S000
- Disaster Services $30.000 00 $30,000 00

Stand-beside POS Terminal Recurring Charges—Monthly
- Service Fee — Stand-beside POS Lease $30 00 x28 $940 00 $5,880.00

Servicaes —~ Per Request {(HR/Per Hour)

- Training 5105.00
- Business Analyst $115.00
- Project Manager $125.00
- Developer $11000
- Technical Support $13000

Travel to Islands (1 trip lor S days, per person)
- Travel to Guam {1 trip lor S days, per person) $20.00000

Sub-Total Annual Cost $57.380.00] 557,380.00|
Tatal Annual Cost $97,682.30
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EBT CONTRACT BETWEEN DPHSS/WIC AND COP

DPHSS 20-0801

COST BREAKDOWN
Contract Termt: March 1, 2021 through February 28, 2026
FYa2022: October 1, 2021 through September 30, 2022
st Per Case Month (CPCM) - Manthly (Based on he tier pricing for the combined aclive households
or all WIC Agencies in the Consortium by the number of households served, lor the particular WIC
ency, forthe month.)
Monthly Cost  Annual Cost
Active Households 75,001 - 100,000 $065
- Estimate Active Household for Guam 4,300 §2.795.00 $33,540.00
POS Transaction Fee {Guam) $0.277
- Estimate Active Househaold for Guam 10.700 $2.963.90 $35566.80
Sub-Total Annual Cost $5,758.890 $69,106 60| $569,106.80
OPTIONAL,
Equipment (Per Reguest)
- Chric PIN Selection Terminal 5145.00 x5 $725.00
- Equipment setup and installation $155.00 x5 577500
- POS Terminal Shipping Guam per £0.00 $0.00
Couner
- Disaster Services $30,000.00 §30,000.00
Stand-baside POS Terminal Recurring Charges—Monthly
- Service Fee -~ Stand-beside POS §30.00 %28 $840.00 $10.080.00
Laase
Services — Par Request (HR/Per Hour)
- Training $105.00
- Business Analyst $115.00
- Project Manager $125.00
- Technical Support $130.00
- Daveloper $110.00
Travel to iIslands
- Travel to Guam {1 trip for 5 days, per person) $20.000.00
Sub-Total Annual Cost $61,580.00] $61,560.00
Total Annual Cost $130,686.80

Guam DPHSS WIC Rev 01 10,2021

Page 1320l 117



Online Electronic Benefits Transfer Provessing Senaces
Exiension Agnodnent

Butween Guam BPHSS/WIC and COP

Anzona HANDS Consoruium

EBT CONTRACT BETWEEN DPHSS/WIC AND CDP
COST BREAKDOWN
Contrad Term. March 1. 2021 through February 28. 2026

DPHSS 20-0141)

FY2023: October 1, 2022 through September 30, 2023

Agency . forthe month )

Active Households  75.001 - 100.000 8065
-Eslimate Actve Housshold for Guam 4,300

POS Transaclion Fee {Guam) s0277
- Estimate Aclive Household for Guam 10.700

Sub-Tolal Annual Cost

OPTIONAL
Equipment: (PerRequsgst)
- Chnic PIN Seleclion Terminal 5145.00 x5
- Equipment selup and instaliation $155.00 x5
- POS Terminal Shipping Guam per $.00
Couner
- Disaster Services $30.000.00

Stand-beside POS Terminat Recurring Charges—Monthly

- Service Fze - Sland-bsside POS $3000 %28
Lease

Services - Per Request (HR/Per Hour)

- Trarning $105.00
- Business Analyst 511500
- Project Manager £125.00
- Technigal Support $130.00
- Developer $110.00

Travel to Islands
- Travel to Guam (1 irip for 5 days . per person)

Sub-Tolal Annual Cost

Cost Par Case Month (CPCM) - Monthly (Based on the tier pricing for the combined aclive households
for al WIC Agencies in the Consortium by the number of households served, for the paricular WIC

Monthly Cost Annual Cosgt

$2,79500 §33,540.00

S296390 $35.566 80

$5.758.90 $69.106 ao] $69,106.80}

$725.00
$77500
S000

§30,000 00

584000 $10,080.00

£20,000.00

$61,580.00| $61,580.00
Total Annual Cost $130,686.80

Guam DPHSS WIC Rev 01 302021
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EBT CONTRACT BETWEEN DPHSS/WIC AND CDP

COST BREAKDOWN
Contract Term: March 1, 2021 through February 28, 2026
FY2024: October 1, 2023 through Septembaer 30, 2024

ost Per Case Month {CPCM) - Monthly {Based on the tier Phc 1,9 [y the combined active households

or all WiC Agercies in the Consortium by the number of h, Usahof ds Served, far the particular WIC Agency,
or the month)

Muntf] Cast Annual Co

Aclive Households 75, 1. vo.GQo 50.65 -
- Estimate Aclive Hous ehold § r Guam 4,300 Sz 7855,  $33,540.00
POS Transaction Fee (Guam} $0.277
- Estimate Active Household for Guam 10,700 $2,963.90 $35,566.80

Sub-Total Annual Cost 85,758,890 $69,106 80| $69,106.80

DPTIONAL

Equipment: ({Per Request)
- Clinic PIN Selection Terminal $145.00 x5 §725.00
- Equipment setup and installation $155.00 x5 $775.00
« POS Teiminal Shipping Guam per Courier §0.00 $.00
- Disasler Services $30,000.00 $30.000.00

Land-beside POS Terminal Recurring Charges—Monthly
- Service Fee - Stand-baside POS Lease $30.00 %28 s oo $10,080 .00

Services - Per Request (HR/Per Hour)

- Training $105.00
- Business Analyst $11500
- Project Manager $125.00
- Technical Support $130.00
- Developer $11000

Trave! to Islands

- Travei to Guam (1 trip for 5 days, per person) $20,000.00
Sub-Tatal Annual Cost $61,580.00| S$61,580.00
Total Annual Cost $130,686.80
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EBT CONTRACT BETWEEN DPHSS/WIC AND COP

COST BREAKDOWN
Contract Term: March 1, 2021 through February 28, 2026
FY2025: October 1, 2024 through September 30, 2025

Cast Per Case Manth (CPCM) - Monthly (Based on the tier pricing for the combined active households
Jor all WIC Agencies in the Consortium by the number of households served, for the particular WIC Agency,
for The month )

Monthly Cost  Annual Cost

Active Households 75,001 - 100,000 $0 65
- Estimate Active Housaehotd for Guam 4 300 $§2.79500 §33,540.00
POS Transaction Fee {(Guam) 50277
- Estimate Active Housahold for Guam 10,760 $2563980 §35,566.80

Sub-Total Annusa) Cost $5.75890 S69.106 BOl 569,106.80

IOPTIONAL

Equipment:  (Per Request)
- Chinic PIN Seleclion Terminal 514500 x5 8725 00
- Equipment selup and installation $155.00 x5 5775 00
- POS Termina! Shipping Guam per Courier 5000 $00
- Disaster Services $30,000 00 530.000 00

Stand-beside POS Terminal Recurring Charges—Monthly
- Service Fee - Stand-beside POS Lease $30 00 x28 584000 §10,080 00

Services — Per Request (HA/Per Hour)

- Training $105.00
- Business Analyst $11500
- Praject Manager $125.00
- Technical Suppori $130 00
- Daveloper $110 00

Travel to Islands

- Travel to Guam {1 rip for 5 days, per person) $20,000.00
Sub-Total Annual Cost $61,580.00] $651,580.00
Totat Annual Cost $130,586.80
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EBT CONTRACT BETWEEN DPHSS/WIC AND CDP
COST BREAKDOWN

lor the month))

Active Households 75,001 - 100,000 $0.65
- Estimate Active Household for Guam 4 300
POS Transaction Fee (Guam) $0277
- Estimate Acliva Household for Guam 10,700

IDPTIONAL
Equipment: (Per Request)
- Clinic PIN Selection Terminal $145.00
- Equipment setup and instaltation $155.00
- POS Terminal Shipping Guam per $0.00
Courier
- Disasler Services $30.000 .00

Stand-beside POS Terminal Recurring Charges—
Monthly

- Service Faa - Stand-beside POS £30.00
|Lease

Services - Per Request (HR/Per Hour)

- Training $105.00
- Business Analyst $115.00
- Project Manager $125.00
- Technical Support $130.00
- Developer $110.00

Travel to Islands
- Travel to Guam (1 trip for 5 days, per person)

Guam DPHSS WIC Rev 01-30-202)

Contract Term: March 1, 2021 through February 28, 2026

L:Y2D2G: October 1, 2025 through February 28, 2026 (5 Months)

Sub-Tota! Annual Cost

xs
X5

X286

Sub-Tatal Annual Cost

Cost Per Case Month (CPCM) - Monthly (Based on the lier pricing for the combined active households
for all WIC Agencies in the Consortium by the number of households served, for the

Monthly Cost  Anqual Gost

$2,78500 S$1397500

$296390 $1481950

5575880 $28794 Sqﬂ

50
520
gg°0

00

s0.0(}

$6.840.00 54,200 00

$0.00

$4 200

Total Annual Cdst 00

particular WIC Agency
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EBT CONTRACT BETWEEN DPHSS/WIC AND CDP
COST BREAKDOWN BY FISCAL YEAR (October 1 through September 30)
Contract Term: March 01, 2021 through February 28, 2026

FY 2021: Mavch 1, 2021 through Seplember 30, 2021 $97,692.30
FY2022: October 1, 2021 through Seplembér 30, 2022 $130,686.80
FY2023: October 1, 2022 through Seplamber 30, 2023 $130,686.80
FY2024: October 1, 2023 through September 30, 2024 $130,686.80

2025: Oclaber 1, 2024 through September 30, 2025 5130,686.80|
Y¥2026: Oclober 1, 2025 through February 28, 2026 $32,994.50

Total Contract Cost: 5553,434.00l

EBT CONTRACT BETWEEN DPHSS/WIC AND CDP
COST BREAKDOWN BY CALENDAR YEAR (March 1 through end of Fabruary of the following year)
Contract Term: March 01, 2021 through February 28, 2026

Year Ona: March 1, 2021 through February 28, 2022 $130,686.80
Year Two: Marsch 1, 2022 through Fabruary 28, 2023 $130,686.80
Year Three: March 1, 2023 through February 29, 2024 $130,686.80

Year Four:  March 1, 2024 through Fabruary 28, 2025
Year Five. March 1, 2025 through February 28, 2026
Total Contract Cost:

Guam DPHSS WIC Rev 01-30-2021
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